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EarLock: Personal Authentication System for
Hearables Using Sound Leakage Signals

Takashi Amesaka”, Hiroki Watanabe

Abstract—Earphone-type wearable devices, also known as
“hearables,” will have many functions in the future. Some of those
functions will require authentication of the wearer for access to the
user’s privacy information or settlement of payments. In this study,
we propose a new personal authentication system for hearables
called EarLock. EarLock authenticates the wearer by acquiring
and analyzing ear canal and auricle shape information using sound
leakage from the device. The system can be implemented using
a speaker and external microphone that are highly compatible
with hearables. We implemented three prototype devices and in-
vestigated EarLock’s authentication performance under various
practical scenarios, including walking conditions, noisy environ-
ments, and situations with object interference. Experimental re-
sults showed that the in-ear, open-ear, and bone-conduction devices
achieved balanced accuracy (BAC) scores of 87.2-93.7%, 83.4—
94.7%, and 85.9-90.0%.

Index Terms—Hearables, authentication, active acoustic sens-
ing, sound leakage, ear biometrics.

1. INTRODUCTION

LTHOUGH earphone-type wearable devices, also known
A as “hearables,” are gaining attention as a new platform
with various functions [1], such as music, communication, vital
sensing for health management [2], [3], and voice assistance
for daily activities, one key challenge in hearables is enhancing
the security. It is anticipated that some hearables applications
will require the authentication of the wearer because they may
access personal information, such as messages, calendars, and
biometric information [4]. Moreover, with advances in hearables
authentication technology, offering services that enable users to
procure goods and digital content from e-commerce platforms
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Fig. 1. System overview of EarLock.

solely through a device’s voice assistant may be feasible. There-
fore, developing such an authentication method is crucial for
advancing the future of hearables.

However, applying existing authentication methods used in
smartphones to hearables poses challenges. Hearables do not
have touch screens like smartphones, making entering data
like personal identification number (PIN) codes difficult. The
compact size of the hearables makes it challenging to incorporate
a fingerprint sensor or camera. Consequently, no commercially
available devices have these features. Voiceprint authentication,
while a potential solution, has drawbacks, especially in noisy
environments and public spaces. Previous studies [5], [6], [7],
(81, [91, [101, [11], [12], [13], [14], [15], [16], [17], [18], [19],
[20] have mainly proposed authentication methods for hearables
using inward-facing microphones (IFMs), photoplethysmogra-
phy (PPG) sensors, or electroencephalography (EEG) sensors to
acquire biometric features of the ear canal, teeth, body, voice,
gait, and heartbeat for authentication.

In this study, we propose a personal authentication system,
EarLock, that leverages sound leakage signals from hearables
captured by an external microphone (Fig. 1). The ear canal
and auricle shape varies from person to person [21], leading
to individual differences in the acoustic characteristics of the
sound leakage signals. EarLock authenticates users by using an
external microphone to record leaked sound from hearables in
two different user states: when users are wearing the device in a
stationary state and when they cover their ears with their hands.
External microphones are used for noise cancellation and voice
recording, and many commercial products are equipped with
them. In a practical scenario, the EarLock system authenticates
the user by measuring the signal for approximately 1.7 seconds
when the device is worn. After this initial authentication, an
automatic ear detection [22] is designed to monitor the user’s
wearing status and maintain the login state. This approach is
similar to the current usage of smartphones. Furthermore, Ear-
Lock acquires personal properties of the auricle shape, distinct
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from those explored in existing research (e.g., heartbeat, gait,
and ear canal shape), thereby enabling its use in conjunction
with existing methods to potentially enhance the robustness of
hearables authentication. The contributions of this study are as
follows.

e We propose “EarLock,” a personal authentication system
that utilizes sound leakage signals and is highly compat-
ible with hearables equipped with speakers and external
microphones.

® By using sound leakage, we expanded the application of
personal authentication to open-ear and bone-conduction
devices, which have not been the target of previous re-
search.

® Qur preliminary study shows that the auricle shape in-
formation, a new biometric that has not been captured in
previous authentication methods for hearables, is included
in the sound leakage signal.

® We conducted an experiment to evaluate the authentication
performance of EarLock using three different device types:
in-ear, open-ear, and bone-conduction. The results indi-
cated that these devices achieved balanced accuracy (BAC)
scores of 87.2-93.7%, 83.4-94.7%, and 85.9-90.0% un-
der various conditions (stable conditions, walking con-
ditions, noisy environments, and situations with object
interference).

A. Advancements Beyond Previous Work

In our previous work, we introduced this concept in a short
paper format [23]. Our previous work evaluated an authentica-
tion system using sound leakage signals limited to stable, noisy,
and walking environments with in-ear devices, involving only
16 participants. Our current study expands on this by analyzing
a larger dataset with 23 participants across six test environ-
ments and improving upon our recognition algorithms. In terms
of technical contributions, this study presents a multistream
learning model specifically designed to effectively utilize two
types of sound leakage signals with distinct characteristics. This
enhancement to the recognition system enables the efficient use
of diverse features within sound leakage signals. Additionally,
we established a mathematical foundation for sound leakage
and conducted an in-depth model analysis to assess the impact
of shape variations in the ear canal, auricle, and hand on each
device type. As for empirical contributions, we assessed the
extent to which the shapes of the auricle and hand contribute
to the personal identification information contained in sound
leakage signals, quantifying their individuality. Furthermore, to
expand the applicability of the authentication system, we demon-
strated its compatibility with open-ear and bone-conduction
devices, which have not been addressed in any previous
studies.

To further reinforce the system’s performance evaluation in
real-world scenarios, we investigated the effects of physical
factors, such as gloves and earrings, on authentication accuracy.
We also examined the system’s resilience to eavesdropping
attacks, the influence of required frequency bands for system
design, and the impact of training data quantity. These analyses
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confirm that the EarLock system can maintain robust recognition
performance across diverse environments and usage scenarios.

II. RELATED WORK

In this section, we describe previous research on personal
authentication methods for hearables, research that uses the
individuality of the auricle’s shape, and research using active
acoustic sensing (AAS) with hearables. Active acoustic sensing
is a technology that uses the propagation and reflection of sound
signals to sense the state of the object or the environment.

A. Authentication Methods for Hearables

Table I summarizes our EarLock and typical authentica-
tion methods for each biometric feature. EarEcho [6], Ear-
Dynamic [8], and Earmonitor [16] are personal authentication
methods that utilize acoustic characteristics of the ear canal,
which are measured by IFMs. EarGate [7] employs IFMs in
hearables to capture sounds generated by the wearer’s body
during walking, using this gait data for personal authentication.
TeethPass [11] and ToothSonic [10] use IFMs to record the
sounds produced by the meshing of the user’s teeth for personal
authentication. Vocal Resonance [13] and EarPrint [17] perform
personal authentication using voice sounds acquired from the
IFM. VAuth [24] is a personal authentication system that em-
ploys a contact microphone to assess the vibration characteris-
tics of the body surface when speaking, thereby authenticating
the wearer. HeartPrint [9] uses an IFM to record the wearer’s
heartbeat sounds, also known as phonocardiograms (PCG), for
personal authentication. Zou et al. [25] proposed a system that
acquires body sounds and performs personal authentication
using IFMs. EarPPG [15] employs the device’s integrated PPG
sensor to authenticate users by analyzing sensor responses to
speech-induced physiological changes. Nakamura et al. [26]
introduced a personal authentication system employing EEG
sensors to utilize individual-specific EEG rhythms as biometric
identifiers.

The methods previously discussed utilize IFMs, PPG, and
EEG sensors. IFMs are particularly used for high-performance
noise cancellation, though they are currently restricted to a
limited number of commercially available canal-type devices.
EarLock focuses on sound leakage and uses an external mi-
crophone to capture echoes from the ear canal and auricle for
personal authentication. The external microphone is used for
noise cancellation, surrounding sound capturing, and calling,
making it highly compatible with hearables. In our research,
major manufacturers (20 companies) have included IFMs or
similar sensors in only approximately 10-50% of their marketed
models, while external microphones are more common and
included in over 90% of marketed models. Moreover, EarLLock is
able to capture individual characteristics of the auricle that con-
ventional authentication methods have not captured. Therefore,
it can be used in concert with conventional biometrics such as
PPG, EEG rhythms, and body sounds, potentially strengthening
the authentication of hearables.

In addition to the proposed method, several biometric au-
thentication methods [27], [28] have been proposed that are
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TABLE I
LIST OF AUTHENTICATION METHODS FOR HEARABLES BY BIOMETRIC FEATURES USED

EarEcho [6] TeethPass [11]

Vocal Resonance [13]

Zou et al. Nakamura et al.

Work EarLock EarDynamic [8] EarGate [7] X EarPrint [17] HeartPrint [9] EarPPG [15]
Earmonitor [16] ToothSonic [10] VAuth [24] (25] [26]
. . IFM
Modality  External Microphone IFMs IFMs IFMs Vis IFMs IFMs PPG sensors EEG
Contact Microphone
Device o) A A A A A A A X
Compatibility
Feature Ear canal & :-twuricular Ear car?al Walking Teeth occlusion Voice sognd ) PCG Body PPG EEG
acoustics acoustics sound sound Body-surface vibrations sound rhythms
In-ear type
Device Open-ear type Canal type Canal type Canal type Canal type In-ear type Canal type In-ear type Canal type
Bone-conduction type
Participant 23 20/24/120 31 22/25 29/23 45 50 25 15
87.2-93.7% BAC >94.5%
Acc. = 98.6% Acc. 94.2 - 96.1% FAR =1.6% FAR =3.4% FAR<2.3%
Result 83.4-94.7% Acc.=93.04%  BAC>80% e A b C o Acc.=94.2% .
85.9-90.0% BAC = 96.4% Acc. = 95.0% EER = 3.64% FRR =1.8% FRR =4.9% FRR<32.2%
Covering the ear None
Action =Ming Mouthing Walking Teeth occlusion Vocalization None None Mouthing None
with a hand
None
1sec. 4 occlusion
Auth Time 1.7sec. 2~20 words Few steps Voice command 130ms 30 sec. One phrase 60 sec.
1 sec 1 teeth gesture

O: Set up in over 90% of commercial devices, /\: Set up in less than 50% of commercial devices, X : Not available in commercial devices.

Acc. represents accuracy; BAC represents the balanced accuracy.

theoretically applicable to open-ear/bone-conduction devices.
However, each of these studies has conducted evaluations using
prototype devices, and it remains unclear whether these device
types can be practically deployed. In our study, we used a
commercially available device as the signal source, adding only
an external microphone due to sampling rate limitations. This
setup, closer to practical use, allowed us to assess the feasibility
of these device types for real-world applications.

B. Individuality of the Auricle

The auricle efficiently collects ambient sound and transmits it
to the ear canal [29], [30], which differs from person to person;
therefore, some studies use the individuality of the auricle’s
shape for personal identification/authentication. Holz et al. [31]
proposed a personal identification system using a smartphone’s
touch screen as a sensor to capture spatial feature points of
the auricle when the device is placed against the ear. Itani
et al. [32] proposed a personal authentication system that
acquires the auricular transfer function by positioning a
smartphone-type device against the ear. Using headphones,
Sulavko et al. [33] acquired and investigated the unique acoustic
characteristics of the auricle and ear canal.

Similar to these methods, our system aims to authenticate
users using the individuality of the auricle’s shape. Specifically,
the acoustic characteristics of the auricle are acquired by focus-
ing on the leaked sound and its echo generated by covering the
hand. These measures enable the hearables to capture informa-
tion on the shape of the auricle.

C. Active Acoustic Sensing With Hearables

AAS has been employed in numerous hearables studies be-
yond personal authentication. For instance, the user’s jaw and
cheek movements alter the acoustic properties of the ear canal.

Triangular Fossa _ Auricle geaphoid
@ e, | ). Fossa
Antihelix ., .

Concha \
Exterpal
Microphone .
Sound Leakage

Fig. 2. A: ear structure, B: the sound leakage reflection model.

This characteristic has been used for facial expression recogni-
tion [23], [34], [35], [36], [37] and silent speech recognition [38],
[39], [40]. Additionally, Yincheng et al. [41] utilized ear canal
acoustic properties in ear condition monitoring systems. Al-
though these studies have utilized speakers and microphones
on hearables, none has explored sound leakage. By focusing on
sound leakage, our method is able to capture the characteristics
of both the ear canal and auricle.

III. EARLOCK OVERVIEW

Our system has four processes shown in Fig. 1: 1) Recording,
where it captures two types of echoes under different user states;
2) Preprocessing, which involves feature extraction; 3) Model
generation, including outlier removal, data augmentation, and
learning via a convolutional neural network (CNN); and 4) The
authentication process that performs the actual user verification.

A. Recording

EarLock utilizes the sound leakage phenomenon for data
acquisition, where sound emitted from hearables leaks outward
from the ear canal, as illustrated in Fig. 2. The system acquires
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two types of sound leakage signals from the user: ear canal
echoes (ECE) and auricular echoes (AE). ECE is the sound
leakage signal when the user is stationary; the measurement
signal reverberates inside the ear canal, leaks outward, and then
directly reaches the external microphone. The sound pressure P
that is played from the speaker, reflects within the ear canal, and
returns to the inside of the device is defined as follows [6]:

P:{p7<_d(0170)|221)277m} (1)

Here, each element p; corresponds to the sound pressure re-
sulting from the sound o; emitted by the speaker and reflected
within the ear canal. The function d(0;, C') denotes the transfer
function from the sound source o; to the microphone, which
depends on parameters C' that capture individual characteristics
of the ear canal, including its shape and surface properties. The
index: = 1,2, ..., mrepresents the different sound components
or propagation paths within the ear canal, each contributing to
the unique acoustic profile.

To model the sound pressure of the leakage signal at a specific
frequency f, we consider the transmission characteristics of the
ear canal and the geometry of the ear canal opening. The sound
pressure P (f) that leaks from the ear canal to the external
environment can be defined as a function of the base pressure
P(f) inside the ear canal, scaled by the area ratio % and the
frequency-dependent transmission factor 7°( f ), as shown below:

S
Aear

T(f) is frequency-dependent, with higher values typically ob-
served for low frequencies, allowing these sounds to leak more
easily. Higher frequencies, in contrast, tend to have a lower T'( )
value, indicating increased resistance as they propagate from the
ear canal to the external environment.

The component of Pgcg that reaches the external microphone
is a combination of direct and auricle-reflected waves from Py,
and Pgcg is defined as follows:

Pece = O‘direct(.f) * Pieax + aauricle(f) : Rauric]e(f) “Beac  (3)

Here, agirect (f) and ciyricte (f) are frequency-dependent coeffi-
cients representing the proportions of the direct and reflected
components, respectively, and Ruuicle(f) is the frequency-
dependent reflection coefficient of the auricle.

Next, AE is the sound leakage signal when the user covers the
ear with their hand; it contains the ECE that further reverberates
in the space formed by the hand and ear. Pg is defined as
follows:

Beak(f) = . T(f) . P(f) 2)

Pae(f) =7(f) - Pea(f) )

Here, the final recorded sound pressure Pag(f) is represented
as the product of the sound leakage Pe.x(f) and the composite
coefficient y(f).

V(f) = Oédirect(f) +aauricle(f) : Rauricle(f) +ahand(f) : Rhand(f)
&)

The composite coefficient v(f) is defined to represent the
contributions of the direct component and the auricle- and hand-
reflected components for each frequency. This simplified model
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integrates all reflections and direct components into a single
parameter to express the final sound pressure.

Using ameasurement signal such as a sweep signal in the play-
back signal makes it possible to obtain each frequency response
of the sound leakage. We defined this frequency response as the
sound leakage signal. In this study, we utilize a sweep signal that
varies in frequency from fuy to feng over a period 7' to measure
the frequency response of the sound leakage signal. The sweep
signal s(t) is defined as follows:

S(t) = sin (277 (fslart + (fend - fstarl)/T : t) t) 6)

The shape of the ear canal and each part of the auricle differ
from person to person [42]. Therefore, these echoes also differ
from person to person. The details of the differences in each echo
and the changes in the sound leakage signal due to the shape of
the ear canal and auricle are described in Section V.

B. Preprocessing

We performed feature extraction to apply each obtained
echo to the authentication modeling. The system extracts two
types of features: transfer function and impulse response. The
transfer function quantifies the response characteristics of each
frequency component. The attenuation characteristics of each
frequency component vary according to the ear’s anatomical
structure. The impulse response captures time-series informa-
tion, including time delay and reverberation characteristics.
Similarly to the transfer function, the impulse response also
varies according to the ear’s anatomical structure.

In our system, we use the time synchronous averaging method
for extraction to reduce noise components [43]. Fig. 3 sum-
marizes the time synchronous averaging method and feature
extraction flow. Initially, a sound leakage signal with five cycles
of up-sweep signal and one cycle of silence period is played,
and the response is recorded. The response signal is divided
into six segments and combined synchronously to obtain the
frequency spectrum of the sound leakage signal using a fast
Fourier transform (FFT). This frequency spectrum is convolved
with the inverse sweep signal to obtain the impulse response’s
frequency response, which is then converted to a waveform
through an inverse FFT (IFFT) to obtain the impulse response.

In this study, the signal length for one cycle of the up-sweep
signal was 2,048 samples, and the sampling rate was 44.1 kHz.
Therefore, the measured impulse response length is 1,024 sam-
ples (= 23.2 ms). The ear canal is approximately 3.5 cm long,
and its impulse response length is approximately 0.2 ms. During
AE measurements, the space enclosed by the hand is approx-
imately 5 cm high, and the corresponding impulse response
length is approximately 0.3 ms. Therefore, in a 1024-sample im-
pulse response, the majority is noise, which should be trimmed.
Considering the signal echoes, 128 samples (= 2.9 ms) around
the peak of the impulse response are extracted. Specifically, 64
samples before and after the peak of the impulse response were
extracted. This extracted signal is the impulse response to be
used for learning. Next, 128 samples before and after the peak
of the impulse response were extracted, Fourier transformed,
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Fig. 3. The time synchronous averaging method and feature extraction flow.
Input Layer Intermediate Layer Output Layer &
ECE Model Conv 1D layer x 3 Weighted Average Final
ECE Transfer Functi Prediction
ransier Function
I Dropout layer ECE Model |y 4
ECE Wg‘;‘;fze)s”"”se : Prediction - >02 @
Max pooling layer Probability User
ECE+AE Model
- Flatten layer
ECE Transfer Function
ECE Wave Response Dense layer: Rel ECE*‘AE M0d3|
AE Transfer Function | ense layer: Relu Prediction <0.2 g
i~ X0.9 Non-user
AE Wave Response Probability

(127 x 4) Dense layer: Sigmoid

Fig. 4. The architecture of the convolutional neural network model of the
proposed method.

and then the positive frequency components were extracted to
obtain the transfer function.

C. Model Generation

1) Outlier Removal: Collected data includes outliers data
from external noise and data loss during recording. Outlier data
are unnecessary for training classification models. We used the
isolation forest algorithm [44] for the outlier detection model.
The system used impulse response and transfer functions as fea-
tures and labeled them so that 5% of the data set was considered
outliers and removed from the data set.

2) Data Augumentation: We enhanced our dataset by in-
troducing synthetic noise from nine diverse sources, including
daily life sounds (chatting, door closing), environmental sounds
(cars, wind, cafe), musical sounds (singing, violin, orchestra),
and white noise. We randomly varied the signal-to-noise ratio
(SNR) between 10 and 20 dB for each data augmentation. This
process expanded the original dataset by a factor of 25. We
investigated the contribution of accuracy improvement through
data augmentation in Section VI-D1.

3) Model Training: The dataset, which has undergone pre-
processing, outlier removal, and data augmentation, is used to
generate an authentication model that performs a binary classi-
fication of users and non-users. Fig. 4 shows the architecture of
the authentication model. The authentication model employed
a multistream model, using the weighted average of the pre-
dictions of two different CNN models as the final prediction.
When two different echoes are obtained, several configuration
patterns can be considered for model construction. These include
combining each echo with its own model or integrating both
echoes into a single input for a unified model. We adopt a method
that integrates the predictions of the two models: the ECE model
with 127 x 2-dimensional data using the transfer function and
impulse response of ECE as the input layer and the ECE+AE
model with 127 x 4-dimensional data using the transfer function

Frequency Response
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and impulse response of ECE and AE as the input layer. The final
prediction probability is the sum of the prediction probability of
the ECE model multiplied by 0.1 and the prediction probability
of the ECE+AE model multiplied by 0.9. If this final prediction
probability is above the threshold, the wearer is authenticated
as a user; if it is below the threshold, the wearer is rejected as a
non-user. In this study, the threshold is set at 0.2. The evaluation
experiment for model selection was conducted in Section VI-D2.

D. Authentication Process

To enhance robustness against transient noise, the final pre-
diction is determined by a majority vote of the predictions from
multiple measurements. Specifically, the features of ECE are
measured three times, followed by three measurements of AE.
The signal playback time for a total of six measurements is
approximate 1.67 s. The features obtained from these measure-
ments are paired for each of the three instances, and predictions
are made for each pair. The final label is determined by the
majority vote among the three predicted labels. The number of
measurements was decided based on the results presented in
Section VI-F.

IV. IMPLEMENTATION

The implementation of our system comprises hardware,
which transmits measurement signals and records the sound
leakage signals, and software for transmitting and receiving
audio data and user authentication.

A. Hardware

While the system assumes the use of a commercially available
earphone’s built-in external microphone, we attach an additional
microphone to evaluate performance over a wider frequency
range. This is because built-in microphones in commercial ear-
phones typically apply low-pass filtering (below 8 kHz), limiting
the capture of higher-frequency signals.

The device type of hearables is another issue since our user
authentication is based on sound leakage from hearables, which
differs among types of hearables. Fig. 5 shows the device used
in this study. There are four major device types in hearables:
canal type, in-ear type, open-ear type, and bone-conduction
type. Canal-type devices are mounted with silicone ear tips that
cover the ear canal opening and are highly airtight; they are
often adopted in devices with noise-canceling functions, such
as Sony’s wf-1000xm4 and Apple’s AirPods Pro. In-ear type
devices need to be inserted into the ear canal opening, but they are
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Bone-Conduction Type

Microphone

Sound Collection Part

Fig. 5. Devices types investigated in this study. A: in-ear type, B: open-ear
type, and C: bone-conduction type.

less airtight than canal types because they do not have an ear tip.
Examples of such products are Anker’s Soundcore Life Note 3S
and Huawei’s FreeBuds 5. Open-ear type devices are less airtight
because they are worn on the auricle and thus do not block the
ear canal opening; JVCKENWOOD’s Victor HA-NP35 T are
examples. Bone-conduction devices transmit sound by vibration
and thus do not block the ear canal opening as in the open-ear
type, such as Shokz’s OpenMove.

Since preliminary investigations have shown that canal-type
devices (Apple: Airpods Pro) leak very little sound, we used in-
the-ear, open-ear, and bone-conduction devices to study the per-
formance of our system. We used Anker’s Soundcore Life Note
3S (in-ear type), JVCKENWOOD’s Victor HA-NP35 T (open-
ear type), and Shokz’s OPENMOVE (bone-conduction type) for
signal playback. The microphone was an audio-technica AT9904
and a ZOOM F1 audio interface to convert signals from analog
to digital. The microphone is positioned so the line does not
interfere when worn, and the sound collection part is placed
around the built-in external microphone.

B. Software

The software transmits the measurement signal and
records/analyzes the response. The sampling rate for transmit-
ting/recording the signal is 44.1 kHz. The measurement signal
used in this study is an up-sweep signal with a frequency tran-
sition from 0 to 22 kHz. One cycle of the up-sweep signal used
for this measurement signal is approximately 46.4 ms (2,048
samples). Therefore, one cycle of the measurement signal, con-
sisting of five cycles of up-sweep signals and one silence period,
is 296.8 ms (12,288 samples). The signal is transmitted using
a Realtek(R) Audio driver through earphones connected to a
PC via Bluetooth. The signal volume should be set higher than
usual to obtain high SNR sound leakage. Using an ear model and
a sound level meter (SANWA SUPPLY CHESDI, frequency
range: 31.5 Hz-8 kHz), we measured the signal volume with
the meter’s microphone positioned at the tympanic membrane.
The results showed that the signal volume was approximately
75-80 dB. This is about the same noise level as that in a
subway or an airplane and is not a problem for hearing health
when used for short periods [45]. Signal playback was done
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Fig. 6. Physical model for measurement experiments. A: ear and ear canal
part, B: head and hand models, and C: ear canal models.

from Audacity [46], and recording was done with Python’s
sounddevice [47]. The authentication model was trained using
Python’s TensorFlow 2.1.0 [48].

V. UNDERSTANDING DEVICE USAGE AND SOUND LEAKAGE
SIGNALS

In this section, we conducted a crowdsourcing survey to
identify the potential user demographics for EarLock. Addi-
tionally, we performed model-based analyses and individuality
evaluations to investigate the characteristics of sound leakage
signals.

A. Crowdsourcing of Device Usage

To understand the prevalence of in-ear, open-ear, and bone-
conduction devices among potential users of our method, we
conducted a crowdsourcing survey with 332 earphone users who
use these devices at least once per week. Of the respondents,
328 were Japanese, and 4 were Chinese, with a gender ratio of
243 men to 89 women. The age distribution was as follows: 92
participants aged 18-39, 180 aged 40—60, and 60 over 60 years
old.

The survey results showed that 115 participants (33.9%) used
in-ear devices, while 61 participants (18.0%) used open-ear
or bone-conduction devices. These findings highlight that a
significant proportion of users already utilize devices targeted by
EarLock, indicating substantial social demand and the potential
for significant impact if implemented.

B. Model Study on Sound Leakage Signals

The characteristics of the sound leakage signal used in this
study have been investigated in a simplified manner by existing
studies [23]. Still, the hand and head have yet to be reproduced
and investigated in detail. In this experiment, we reproduced
the actual usage environment of EarLock and confirmed the
following three points as proof of concept.

e The ear canal and concha shape changes affect the fre-

quency response of ECE and AE.

e Different frequency responses appear in ECE and AE

depending on the presence or absence of a hand.

e The effect of changes in hand shape on frequency response.

Fig. 6(A) shows the physical measurement model used in
the investigation of this experiment. The model consists of an
auricle model and an ear canal model, and the ear canal model
can be replaced. The ear canal models, available in cylindrical
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Fig. 8. Change in sound leakage signal with and without hand model. The
solid line indicates ECE and the dashed line indicates AE.

and conical forms as shown in Fig. 6(B), were fabricated using a
3D printer from a rubber-like material (Agilus30 shore hardness
50 [49]).

Deformation of the concha is reproduced with and without
clay embedding as shown in Fig. 6(C). The measurement model
was fitted into a mannequin to reproduce the entire head. The
silicon model of the hand was placed as shown in Fig. 6(C). The
ears and hands are silicone. The head mannequin is constructed
of polyvinyl chloride.

Fig. 7 summarizes the changes in echoes due to geometrical
differences in the ear canal and auricle for each device. The left
column is measured without the hand model and shows the sound
leakage signal characteristics assuming ECE. The hand model
measures the right column and shows the sound leakage signal
characteristics assuming AE. Each graph plots a combination of
ear canal and concha deformation patterns. Within each graph,
all four responses were found to be different. Thus, the shape
changes in the ear canal and concha affected both ECE and
AE. Fig. 8 summarizes the change in echoes with and without
the hand model under the same model conditions (cylindrical
ear canal and no embedding to the concha). The results with
the hand model show a different response than those without
the hand model, confirming that different acoustic data can be
obtained.

To investigate the effect of hand shape on sound leakage, we
reproduced three different hand shapes as shown in the upper left
of Fig. 9. Hand Shape 1 (HS1) replicates the hand shape specified
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for participants in the experiment. Hand Shape 2 (HS2) modifies
HS1 by changing the position of the thumb. Hand Shape 3 (HS3)
further extends all fingers except the thumb. For each hand shape,
sound leakage signals were measured with the ear canal model
in a cylindrical shape and without clay embedding. To compare
with changes in ear canal and auricle shape, measurements were
conducted under HS1 conditions in two states: with a cone ear
canal model without clay embedding and with a cone ear canal
model with clay embedding. Fig. 9 shows the frequency response
variations for each device type under changes in hand shape, ear
canal, and auricle shapes. The results indicate that, in certain
frequency bands, the response variations due to changes in hand
shape were greater than those caused by changes in ear canal and
auricle shapes. Therefore, accurately replicating hand shape is
essential for stable measurements.

These results indicate that EarLock is capable of acquiring
individual ear canal and concha shape differences from the
sound leakage signal. Additionally, ECE and AE show different
responses and different acoustic information can be obtained
from the same ear structure. However, it was also observed that
variations due to differences in hand shape have a considerable
impact.

C. Individuality Assessment of Sound Leakage Signals

The model study above confirmed that the sound leakage
signal includes a complex combination of reflection charac-
teristics from the ear canal, auricle, and hand shapes. In this
section, we investigate the degree of individuality inherent
in each of these anatomical features. Numerous studies have
demonstrated the individuality of the ear canal, highlighting its
strong discriminative capabilities. Building on this, our study
focuses on the auricle and hand shapes to explore biometric
potential. Fig. 10 illustrates the setup for experiments designed
to capture the unique biometric properties of the auricle and hand
independently. To isolate the reflective characteristics of the
auricle, participants wore earplugs and covered their ears with
a cup equipped with a speaker and microphone. To capture the
reflective characteristics of the hand, a speaker and microphone
were placed in the center of a box, and participants covered the
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Fig. 10.  Individuality assessment of sound leakage signals. A: measurement of
auricle individuality test, B: measurement equipment for auricle individuality
test, C: measurement equipment for hand individuality test, D: measurement
scene.
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Fig. 11.  t-SNE distribution of the echo sound of the auricle reflection and the
hand reflection.

box with their hands. These measurements were performed on 10
participants (10 males, mean age 23.2 years). The measurement
signal was an upward sweep signal ranging from O to 22 kHz
over 0.1 s, recorded over eight trials of 5 s each. Using the col-
lected data, we developed and evaluated individual identification
models. We utilized a gradient boosting algorithm (LightGBM)
for model training and Mel-Frequency Cepstral Coefficients as
features. The experimental results showed that the individual
identification accuracy for auricle reflections was 96.3%, while
that for hand reflections was 93.4%. Fig. 11 presents the t-SNE
distribution of samples for each reflection type. The distribution
of auricle reflections shows clear separation by a participant,
while the distribution of hand reflections exhibits more variance.
These findings suggest that the discriminative features of the
sound leakage signal derive not only from the ear canal shape
but also from the auricle and hand shapes.

VI. EVALUATION

We evaluate our system by investigating the authenti-
cation performance of practical data obtained in various
environments.

A. Outline of Experiment

We collected ECEs and AEs from 23 righthanded participants
(13 males and 10 females) between 21 and 67 years. The mean
age was 32.2 years (SD = 15.3). We experimented in a quiet
room. We asked participants to wear the device in their right
ear and to sit in a chair, remove earrings, rings, and glasses, and
use a hairpin or barrette to keep their ears covered if their hair
covered their ears. First, the measurement signal was continu-
ously transmitted, and 17 ear canal echoes (approximately five
seconds) were acquired. Then, as shown in Fig. 12, we asked
participants to cover the entire right ear with their right hand
while the measurement signal was continuously transmitted,
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Fig. 12.

The user at the time of acquiring auricular echo.

Ear Canal Echo Auricular Echo

3
B]
3

P1
P2

|
R
N
e [d
3

P4

In-Ear
Magnitude [dB]
s g
>
=
" ez
Magnitud

S 8
3

-
1)
o

5 10 15 20
Frequency [kHz] P1
P2
P3
P4

5 10 15
Frequency [kHz]

M\\ T\\&f

S
S

B oW ou N
o © o
=

N B o ®
e & ©

Open-Ear
Magnitude [dB]
|
2
Magnitude [dB]

=
o
o

20 10 15
Frequency [kHz]

©
o

P3
P4

~
S

Q)B‘
§,
:

o
o

Bone-Conduction
Magnitude [dB]
8
—_—
Magnitude [dB]

w
=]

w

o

o

5 20 0 5 10 15 20

10 15
Frequency [kHz] Frequency [kHz]

Fig. 13.  The transfer functions of ECE and AE for each device.

and 17 auricular echoes were acquired. They kept the shape
of the hand constant throughout the experiment. These mea-
surements were considered one round, and between each round,
we asked the participants to remove the device and return it to
its original position. We collected 15 rounds of data from each
participant and used them as standard data. This is data measured
under stable conditions, and assumes a general measurement
environment during initial setup. We obtained standard data
and then recorded practical data that included noise, walking
movements, objects, the effects of time passing, and the effects of
the angle of the device, assuming a real-world environment. The
details of each measurement are explained in each section. The
experiment took about two hours for each participant, and we
paid approximately 20 US dollars as a reward. This experiment
was approved by the ethical board at the author’s institution, and
informed consent was obtained from the participants. Fig. 13
presents the transfer functions of four experimental participants
(P1-P4). The responses are different for each participant.

B. Authentication Performance Under Stable Environment

To investigate the baseline authentication performance of our
system, we evaluated the accuracy of leave-one-round-out cross-
validation learning using standard data. Specifically, for each
classification model evaluation, we designated one participant
as the user and two as unknown data (non-user) to create the test
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dataset. The user data needed to be divided into training and test
data, using one set from the 15 standard data sets as test data
and the remaining 14 sets for training. For the non-user training
data, we used data from the remaining 20 participants out of
the 23. This train-test split resulted in an imbalanced dataset
between the user and non-user labels. Therefore, we down-
sampled the non-user label data to balance the dataset. False
acceptance rate (FAR) and false rejection rate (FRR), as well as
their balancing accuracy (BAC), were calculated as evaluation
measures.

Fig. 14 shows the FAR, FRR, and BAC scores for each
device. The experimental results showed that the FAR and
FRR for each device were 6.2%/6.3% (in-ear), 10.0%/10.0%
(open-ear), and 14.1%/14.2% (bone-conduction), respectively.
BAC scores were 93.7% (in-ear), 90.0% (open-ear), and 85.9%
(bone-conduction), respectively. Authentication performance of
the bone-conduction type was low. EarLock obtains shape infor-
mation of the ear by reflecting air-conducted sound to the auricle
and the ear canal for authentication. Bone-conduction earphones
vibrate the bones and the air, so it is possible to measure
the air-conducted sound. However, because the earphones and
microphone are attached, the vibration propagates directly to the
microphone side, which is considered to have blocked accurate
measurement of leaked sound.

C. Impact of External Factors

Our system will be used in various environments, such as
noisy places, walking, and wearing accessories or glasses. Using
practical data, we investigated the impact of these factors on our
system.

1) Impact of Noise and Walk: We evaluate the authentication
performance of practical data containing four types of noise
and walking. Noise-containing data measured the sound leakage
signal while we played each noise from a loudspeaker in front
of the participant. The noise level near the participant was
approximately 50 dB—60 dB as measured by a sound level
meter. Walking data measured the sound leakage signal while the
participant was walking. We evaluated the authentication model
by authenticating the user and three non-users whose data were
not used in the training phase.

Fig. 15(A) summarizes the BAC scores for each noise and the
authentication performance during the walk. The BAC scores
for each device were 90.0-93.6% (in-ear), 88.9-90.8% (open-
ear), and 86.1-88.1% (bone-conduction). We did not observe
significant authentication performance degradation, indicating
that the noise augmentation of the learning modeling worked
well.
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2) Impact of Objects: We expected several objects to be worn
or attached to the ears and hands daily. In this experiment, we
measured when the earrings or glasses were worn and when
the hair was down to investigate the impact of ear condition
changes. To investigate the impact of hand condition changes,
we measured when the hands were covered with gloves and when
the palms of the hands were wet. The authentication process is
the same as in Section VI-C1.

Fig. 15(B) summarizes the BAC scores for each object. The
BAC scores for each device were 87.2-91.1% (in-ear), 83.4—
94.7% (open-ear), and 87.3-90.0% (bone-conduction). The rate
of decline was greater when the hair was let down, possibly due
to a significant change in the reflection of the hair in the ECE
condition.

3) Impact of Time: After measuring the training data, the
sound leakage signals were re-measured at 1, 4, 8, and 12
weeks to investigate the time impact. Re-measurements were
taken from 17 of the experiment participants. The authentication
process is the same as in Section VI-C1.

Fig. 16(A) summarizes the BAC score after each elapsed
time. Authentication performance declined for all devices, with
a 15.4-point (in-ear type), 7.0-point (open-ear type), and 16.3-
point (bone-conduction type) decline after 12 weeks for each
device, respectively. In this experiment, participants were not
given specific instructions regarding the position or angle of
their hands during the re-measurement process. As aresult, many
participants could not accurately recall the posture in the pre-
vious measurement. Variations in the angle of the thumb alone
affected the frequency response, as observed in Section V-B.
This suggests that the uncertainty in reproducing the hand shape
contributed to the decrease in accuracy. Additionally, human
hair grows approximately 0.3 mm to 0.4 mm per day, resulting
in about 3 cm of growth over 12 weeks [50]. Some participants
also had their hair cut during this period. The hair down experi-
ment also showed that the accuracy was reduced. These factors
collectively contributed to a notable reduction in accuracy.

As an additional experiment, we investigated the authen-
tication performance of the data after 12 weeks using an
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comparison results.

authentication model generated by incorporating the data mea-
sured after 1, 4, and 8 weeks into the training data. The results
of the experiment showed that the BAC scores for each de-
vice increased to 90.6% (in-ear), 89.8% (open-ear), and 78.6%
(bone-conduction). As can be seen from this result, continuous
improvement of the model is expected to prevent a decline in
accuracy over time. Some studies have proposed improvements
to the model over time for behavioral authentication [51], [52].
In the future, we will consider improvements using incremental
learning systems to reduce the effects of variation in hand shape
reproducibility and the effects of hair growth.

4) Impact of Mounting Angle: We investigated the impact
of the device angle. We measured the sound leakage signal
for in-ear devices with the angle shifted 45° and 90° degrees,
as shown in Fig. 16(B). We did not investigate open-ear and
bone-conduction devices because changing the device angle
was impossible. The authentication process is the same as in
Section VI-C1.

Fig. 16(C) summarizes the BAC scores for each mounting
angle. When the device angle was 45 degrees, the BAC score
was 82.9%; at 90 degrees, 57.5%. The insertion part of the in-ear
device is not circular. As a result, the fitting condition of the
ear canal changes with the angle of the device, which changes
the characteristics of the leakage signal. Future actions include
incorporating data from different angles into the training data
set to increase the model’s versatility or integrating systems that
guide users to the correct fitting using sound leakage signals or
IMU sensors.

D. Analysis of Noise Augmentation and Model Comparison

1) Impact of Noise Augmentation: We investigated the extent
to which the proposed system’s noise augmentation method
contributes to authentication performance. In this section, we
compare three approaches: no noise augmentation, the pro-
posed noise augmentation method, and an advanced noise aug-
mentation method. The advanced noise augmentation method
divides the frequency range into high (13.2-22 kHz), mid
(4.4-13.2 kHz), and low (0-4.4 kHz) frequency bands, and
applies random noise addition rates to each band, along with
reverberation-based noise augmentation. Fig. 17(A) shows the
average performance for each device and the overall average for
each method. Experimental results confirmed that the proposed
noise augmentation method achieved a 1.87-point improvement
in accuracy compared to no noise augmentation. Additionally,
the proposed method, which employs simple SNR adjustments
for noise augmentation, was found to be more effective than
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the advanced noise augmentation method. This result suggests
that the current simple noise augmentation method effectively
enhances model robustness by introducing general variability
without overfitting to complex noise patterns, which may have
occurred with the advanced noise augmentation.

2) Model Comparison: In this study, a comparison of learn-
ing models was conducted, focusing on four types of models:
automated machine learning (AutoML), graph neural networks
(GNN), the proposed method (multistream model), and a ba-
sic multistream model (Basic MSM). The characteristics and
expected benefits of each model are as follows.

First, AutoML was adopted as an approach to explore the
optimal combination of learning models and parameters using
the Flaml framework [53]. We used a candidate set of seven
algorithms, including random forest, gradient boosting, decision
trees, support vector machines, and neural networks, to select
the best model. Next, the GNN model was designed to capture
the continuity and similarity between adjacent frequency com-
ponents by representing ECE and AE frequency responses as
nodes, with edges connecting adjacent nodes in a graph structure.
The GNN model uses GCNConv layers to extract features from
adjacent nodes, with a fully connected layer allowing binary
classification. The Basic MSM trains CNN models on ECE
and AE frequency responses and integrates the outputs of each
model. In contrast, our multistream model combines the output
of a CNN model trained only on ECE with a CNN model
and on both ECE and AE, allowing it to efficiently exploit the
complementary features of both frequency responses to improve
authentication performance.

The results of the model comparison are shown in Fig. 17(B).
On average, our multistream model achieved the highest accu-
racy, showing a 1.9-point improvement over the basic MSM. On
the other hand, the GNN model showed lower accuracy for open-
ear devices and exhibited variability in response to the training
data compared to other models. These results indicate that the
proposed multistream model could achieve stable authentication
performance by effectively exploiting the complex information
within the ECE and AE frequency responses.

E. Resistance to Replay Attacks

We investigated the system’s resistance to replay attacks by
measuring the sound leakage signal during authentication. A
microphone identical to the one used in the prototype device was
placed approximately 20 cm behind each participant to record
the ECE and AE signals. Among the data collected from 10
participants, 6.9% of the samples were incorrectly accepted as
belonging to the registered user. Considering that the current
proposed method has a false rejection rate of approximately
10% for attacker data, this error rate is comparable, suggesting
that the impact of eavesdropping attacks is minimal.

F. Number of Measurements and Authentication Performance

Our system measures ECE and AE three times each and
performs user authentication. The fewer measurement times,
the higher the usability since the time required for authentication
decreases. By contrast, the greater the number of measurements,
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the less susceptible to noise and the more stable the authentica-
tion. In this experiment, we investigated the relationship between
the number of measurements and authentication performance.

The number of measurements and BAC are summarized in
Fig. 18(A). From the results, we determined that the number of
measurements in this study would be three.

G. Authentication Performance of Each Sound Leakage Signal

We investigated the authentication performance of each sound
leakage signal individually. The authentication performance of
each signal is summarized in Fig. 18(B). The BAC scores were
higher for ECE, averaging 82.4%, compared to AE, which
averaged 79.8%, across all device types. ECE is highly individ-
ualized because it primarily includes the acoustic properties of
the ear canal, which are also used in existing studies. Moreover,
AE measurements’ susceptibility to slight deviations from hand
shape reproduction impacts signal stability. Combining both
sound leakage signals effectively increased the BAC score to
87.6%. These findings illustrate that each sound leakage signal
uniquely contributes to identifying the participant.

H. Authentication Performance With Bandwidth Limitation

We investigated the authentication performance of the sound
leakage signal in each frequency band, examining the contri-
bution of each frequency band to authentication performance
as well as the potential use of high-frequency bands to reduce
auditory strain on users. Specifically, we applied band-pass fil-
tering to the sound leakage signal in the 0-5.5,5.5-11, 11-16.5,
and 16.5-22 kHz ranges, and used these filtered signals to train
and evaluate our model. Fig. 18(C) shows the authentication
performance for each frequency band. The authentication per-
formance in the low-frequency band (0-5.5 kHz) was highest
for the open-ear device. As shown in Fig. 13, the sound pressure
in the low-frequency range was also the highest for the open-
ear device, suggesting that stable measurements were achiev-
able. For bone-conduction devices, authentication performance
across all bands was around 75% or lower, likely due to the
impact of device vibrations across the entire frequency range, as
discussed in Section VI-B. For the in-ear device, performance
in the low-frequency band was quite low. This may be because
in-ear devices have a sealed structure within the ear canal, and
when the signal leaks through small gaps, the longer-wavelength
low-frequency components are less likely to pass through. As
a result, these low-frequency components tend to repeatedly
reflect and resonate within the ear canal, potentially leading to

a loss of individual characteristics. The 16.5-22 kHz frequency
range is largely inaudible to users, minimizing interference with
music/voice listening. However, the authentication performance
using only this range was currently around 70%, which was
insufficient.

1. Impact of Training Data Size on Authentication
Performance

We investigate the relationship between the amount of train-
ing data and authentication performance. The accuracy of the
learning model depends on the amount of training data, though
if authentication can be achieved with less training data, the
burden on users for data collection can be reduced. We evaluated
the BAC as the number of training data sets was reduced from
15 to 4 sets.

As shown in Fig. 18(D), a decrease in accuracy of over 5%
from the baseline (15 sets) was observed in each device type
when the training data was reduced to 4 sets for in-ear devices,
10 sets for open-ear devices, and 12 sets for bone-conduction
devices. While the rate of accuracy reduction varied by device
type, we observed a significant drop in accuracy across all
devices when the number of training data sets reached 4 rounds.

J. Authentication Performance of a Different Model Device of
the Same Type

In this section, we investigated the authentication perfor-
mance of sound leakage signals measured from different models
within the same device type. If authentication across models of
the same device type is feasible, users would not need additional
data measurements or model training even when switching
between devices or using multiple models. Experiments were
conducted using Apple’s Earpods (in-ear type), JVC Kenwood’s
Victor HA-NP50 T (open-ear type), and audio-technica’s ATH-
CC500BT (bone-conduction type). To this end, we collected and
evaluated ECE and AE from 10 participants (six males and four
females, with an average age of 24.1 years), three times each.

Consequently, the false acceptance rates for each device
type were 90.2% (in-ear type), 88.3% (open-ear type), and
95.7% (bone-conduction type). These findings indicate that the
characteristics of sound leakage signals vary significantly even
among models of the same type, with considerable differences
in frequency responses observed. It is likely that these variations
are due to differences in housing shape, fit, and speaker charac-
teristics. This confirms that users would need to acquire data for
model training specific to each device.
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VII. DISCUSSION

We discuss system improvements, resistance to attacks, and
future potential for multimodal usage.

A. System Improvement

1) Authentication Performance: The authentication perfor-
mance was several points lower than that of the method using
IFM to acquire the acoustic characteristics of the ear canal [6],
[8], [16]. This is caused by the external microphone’s suscepti-
bility to ambient noise and the lack of information due to signal
attenuation. For example, a method to obtain frequency response
from music signals has been proposed [54]. By incorporating
this method into our system, we can measure ECE over a long
period of time while the user is listening to music, leading
to performance improvement. Simultaneously measuring ECE
from the left ear would also be a simple but effective way to
improve performance. We plan to improve the authentication
system in the future.

2) Usability: Our system uses sweep signals in the audible
range. This is a limitation due to the frequency properties of
the speaker and microphone. In principle, it is also possible to
use ultrasonic band signals. If the use of ultrasonic band signals
becomes possible with future developments in a device, it is
expected that the usability of our method will improve. Although
the volume of the signals was kept uniform in this study, it is also
possible to reduce the signal strength in quiet environments, for
example. In the future, we plan to implement an algorithm for
adjusting the volume of the signal according to the surrounding
environment and evaluate its effectiveness.

3) Ear Structure Deformation and Surrounding Objects:
The structure of the ear remains relatively stable from ages 8
to 70 [55]. Furthermore, implementing system-side measures
such as incremental model learning can mitigate the effects of
gradual structural changes in the ear due to aging. However, there
is a need to investigate whether the system can accommodate
significant changes in ear structure caused by conditions such
as cauliflower ear, which is common in fighters, or swelling
due to otitis externa. Future research is needed to address these
concerns.

In this study, we evaluated performance by focusing on
changes in the wearer’s own state, such as glasses, gloves,
and hair. On the other hand, the effects of reflections from
surrounding objects, which occur in places such as crowds and
near walls where the device is expected to be used, have not
been investigated. These effects also need to be investigated in
the future.

B. Resistance to Attacks

We confirmed the effectiveness of EarLLock against standard
replay attacks through eavesdropping experiments, as reported
in Section VI-E. Nonetheless, more advanced replay attacks
could be explored. For instance, attackers might attempt to
predict the transfer function from a photograph of the ear and
apply this to modify the eavesdropped sound leakage signal,
crafting an attack more closely resembling the target’s acoustic
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profile. Huang et al. [56] suggested a method to resist replay
attacks through random signal decoding during authentication,
and we plan to investigate the applicability of this approach
within EarLock to improve robustness against more sophisti-
cated replay attacks.

Additionally, we recognize the potential for spoofing attacks,
which could involve scanning the geometry of the ear and ear
canal to create a 3D replica. Previous research has explored
these methods by acquiring the acoustic characteristics of the
ear canal for authentication [6]. They reported that even with a
physical replica, the variation in reflection characteristics due to
material differences creates significant challenges for fraudulent
authentication. We expect similar challenges to apply to our
system.

In addition, allowing for flexible hand shapes during au-
thentication could serve as an added layer of security. While
participants in this study were asked to maintain a consis-
tent facial expression and hand shape during the ECE and
AE acquisition, introducing the option to freely configure
hand shapes may function similarly to a password, adding
further customization to the system’s authentication process.
Such an approach can potentially strengthen the system’s ro-
bustness against advanced replay and spoofing attacks. Fu-
ture work will investigate the feasibility of integrating flexible
hand shape configurations into the authentication system, as-
sessing both authentication performance and resilience against
attacks.

As an advanced countermeasure, multi-factor authentica-
tion using biometric data could enhance the system’s security
against sophisticated attacks. For example, incorporating PPG
or temperature sensors allows the system to verify the user’s
live biological signals—such as blood flow or temperature
variations—thus making it challenging for a silicon replica
or other physical model to pass authentication. This layered
approach would increase the system’s robustness by combining
sound leakage signals with unique, real-time biometric data,
effectively strengthening defenses against high-level spoofing
attempts.

C. Multimodal Usage

EarLock uses an external microphone as a sensor to acquire
biometric characteristics contained in the leaked sound. Al-
though our system requires an authentication action, but does
not require long-term measurements. Related studies include
systems requiring continuous heart rate [9], [14] and gait data [7]
acquisition. These systems require consideration of the time it
takes to complete authentication and the effects of attaching and
detaching the device. We believe there are new prospects for our
system to be used cooperatively with such continuous authenti-
cation systems. First, since each system acquires different physi-
cal and behavioral characteristics, authentication performance is
expected to be improved by using both biometric characteristics.
It is also considered possible to prevent the degradation of
authentication performance by using the sound leakage signal
even when continuous measurement is insufficient. In addition,
usability could be improved by recording only ECE for the sound
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leakage signal used in this system when continuous measure-
ment provides sufficient authentication assurance. In the future,
we will consider the development of a multimodal authentication
system and its effective use method.

VIII. CONCLUSION

In this study, we proposed “EarLock,” a system to authenticate
the wearer of hearables by acquiring ear canal and auricular
echoes from the sound leakage signal of the hearables. A model
study confirmed that changes in the auricle and ear canal shape
affect the sound leakage signal. Experiments with in-ear, open-

ear,

and bone-conduction devices resulted in BAC scores of

87.2-93.7%, 83.4-94.7%, and 85.9-90.0% under multiple con-
ditions (stable environment and motion/sound/reflected-object
noise). These results suggest that the EarLock system can
provide a reasonably effective method for user authentication,
potentially adapting well to various types of devices and envi-
ronmental conditions.
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