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+ ontaciToxmicontactsOflocal oust:oamru.m?»i ol 1 Dbssrvas
+ poteToXML [notes QL istNateltarm>) GStringlist —— 1 #m_database - QSqiDatabase
+ DoteS00kTo XM inoteBaoks - CListeHoteltsm»]_QSiring I 2 - m_format: KCaiCore: ICaF omat
+ not=Parse[doc _ COomDocumert, nodstlame - OSing) - 0L Network -m_relendar KCaiCore Caleadar Ptr
“receniToxML{recerts OLst<Recanttem) QSting N ,m’ refix  QString
+recenParse(dor_BUomDocument] Olist=Recentlom: I 1 i :
* calondarToXML{Ist_GLIsi-Cakadantem>) Gsiring B s osg
+ calenderParss{goc . QDomDocument) : QList<Calendaritsm= N - iastUpdatsTime : QStin
caler goc - QDomDocument) - OList=Calendariterm: lmeThress TimeTread _‘waz, pribei! il -mi mideTimer ine
-message  Gsting cartent - QString + begindieWalehims - int): vore
- begnComacctionCommandiame - QSting +isidle]) Bool const
Timetnread "“"’-‘“mr""ﬂ"*‘ﬂ'"ﬂ Qsing #kedingCompletefsuccess - bool, arror asnm&).ma

# savingComplete(succass | bool, ercr . OStngs) v

ﬂ(darﬁir(ldar(a#ddsd[\r(ldan(a KC!CDIB ilndsnts F‘h’(mﬁtj woid
KCalCx const] void

Par const) - void

nsammamememmnmu HCE)Cnra “Incidence P canst) - void

# calendarhodigredimndified - bool, calendar : KCalCors: Calendar') . void

it fimerEvert{event - GTimerEvent') - void

+m_dhg() ODstug’

+ databasehlamel} GString const

Mote

+ compareConiactsflocal - QLis!, copy - Qist) - QL Ametnreag | * S0t socketReadyRaadi) woid - Spliter : OSwing
+ comparsContactsAferReceiveiocl - OList, copy: Ousfj int + Shots socketConnected) - veid -m_database - QSqDatsbase
+ copyContactsioDBCopy(send . QLisf) . void + Slots sockelDisconnectsdy)  void "
+ ediContactsCopyfreceve - QList capy - QLisl) - Qist + Shotslogin) - void ! SO e g
« resaCantactsFromFils() - QList + Siots sendViessage{] vaid + updateData(em : COBMDocumene) - vaid
+ removeCantsctstromfilefcantactsramovs - GList - void + sandConactQSong ContECtAML - int - void et e
+ ContactsFileAdd ToFile{comtectsAda : AList: vaid + ScanContact):- void L
+ rewieContocts ToF lefcontactsFiewrie i) void + ContactFuc(] - void atemaCramorSpt, Omng cors
* conts SraonClean) * void - i
tactsp i) comactReceiveFuncl)  void legCreationSeripk) . QSing const
1 (r +triggerCraabonScipll) - QString const
1 d 1 \eortig
P
Contaet - ECopsane Config 1 Recent 1
- peopleModel - Pecplehiodsi” DBCopys.
 Eiconott: Gt i ~m_bost: GSuing #m_database OSqDatsbese
g GSng e QR - m_por: int - selling: QSaltings"
frsthame - OSti -tlle2 QFik -m_user - Qsiring - lastCheckTima - qinte4
B i my QSting IBSICheckEpoCh " aintsa
- lasthiame - QSting DEComD B .
 ahoneiarter - G8ting DECopDiCreate(). void “m_mallAddress - QSnng soater Qsting
d + ContactsFileAddd(add | QList) void - m_deviceld : OString 1
- company | QStin + CentactsFileRemave(remove : QList): void _ m_pewpassword int + timerFunc() - QSring
- contryAddress - QString + ContactsFileRewrite(rewnte - CList) - void + updateDataixml : QDemDocument) : void spiitteditem
- localityAddress - GSting + ContactModifiedTimelpdateqstriist : QList) : Qlist + gethostl) * initf)  void ~countint
- pastcodefddrass | QSting + contactsFilewntapwriteAllay - OList) void vsetﬂnnthuﬂ DSW!;&P void - lgCreationSenpt() | ASting const " gia osting
- regionAddress - OSinng + getliser(): OSuing + tnggerCrestionScript]) XSinng const
- seathddress QSting + setUsarfuser - OString) - void
amail: QSting + gelPassword() @Siring 1
jthday - Qdata Peaplafocial + sstPassword(ps | QStingd) - void
note : QSting B Pr—— + heepAliveTimeout)) HoliaY
faworite - QSiring T W' + saticeapAiveTimeoL(secs :int)  void - uuid - QString
- oniingAccount: GSting * SERAETROS +gelCnectonTypel) - int 2 - content. CStnng
-t QSting + SECONMBCHONTYP(COMeKTYpe i) Void latpdateTime. QSting
- asmodieaTime * Sting + gelMailAddress(). OString Recentitem ~isVald: GSuing
- contart: QString + setmailAddressimal - QStringk) void - pasiSpit  irt
readContacts{) | GList +gelDevicaidy): QSting oo G
- : - content: QString
+ addContacts(add  List) void rmm“;'a‘:m“'_"qg;;“"ﬂ”-“’“ - lastlipdataTime - QSting
+ ramoveContaetsiRemove - QLISY  woid s r;(ll 0 -isValid: OSting
+ rewniteCartactsRennta - GLIst) - void - contacts * QList ggk;':::;é":hd()"gsm
N CEFioun - Ot B b .
tesiContacislid . QString) . void manage + satContentsEabledicortent - erum SyncContents) vaid

BRETOSAK

2.2 PluginMain 2 5 X &#f

PluginMain

el

Public

Ul Do UH T REBEEEERT S

QString

AR | AUYEA

518

aBA. T Dt

public turnOnSwitch

ng

QString,QStri

ATA> DNEBEITS

public turnOffSwitch

O A 7DNEETS

public changelnfo

QString,QStri

INRT—

FOEENREZELT




ng 2
public addUser QString,QStri | A—Y DI B FWNIEE
ng 115
BHE-ARAVR
AR | B4 REURE | B EAfE | EREA. £tk
2.3 Contact ¥ 5 AN
DS REHE
DSR4 Contact
BOSA 7EL
AT Public
DIABE
ARV MRIBAIZTE AR E
A9 )L—F
1 QContactAddress QContactOrganization
2 QContactAvatar QContactTimestamp
3 QContactBirthday QContactNote
4 QContactEmailAddress 10 QContactPhoneNumber
5 QContactGuid 11 peoplemodel.h
6 QContactName 12 Peoplemodel_p.h
AIYR
AR | AYVRE Ei 5% SEA. T D
public readContacts QList VBT —A%5EHES
public addContacts void QList ORI T—3%EM
Public removeContacts void QList BESNF=T—2%HIk
Public rewriteContacts void QList BESN=-T—2%HRE
BHE-A1RFVR
AEE | BE-AUREURE B MHAME | EXBA. Ttk
private peopleModel PeopleModel*
Private allCtoancts QList
Private Uuid QString
Private | firstName QString
Private lastName QString
Private | phoneNumber QsString




Private Company QString
Private Email QString
Private birthday QDate
Private note QString
Private lastmodifiedTime QDateTime
Private content QString

2.4 DBCopySave 5 XM

Yo R
DSR4 DBCopySave
HIIRX sl
AT Public
DIABME

774 )L ContactCopyFile.txt DT —4% 15§, B

A2oL—F

1 OFile

2 QDir

3 QlODevice

4 QTime 10

5 QDebug 11

6 QVector 12

AIYR

aRE | AYYRSR it 513 EEA. TDh

public DBCopyDirCreate void ContactCopyFile @ Dir Z{F

X

public | ContactsFileAdd void QList T7AIIZT—3%EM

Public | ContactsFileRewrite void QList T7AIIT—3%RE

Public | ContactsFileRemove void QList T7A T —32%H &

Public | ContactsModifiedTimeUpdate | QLsit QList T—ADBHFHELEE

Public | ContactsFileWrite Void QList T7AINT—R3%EZAD

Public | ContactsFileRead QList T7AINT—E3%EZ LD
DBCopySave OV RSO

B RAVR

AR | BE-AUREIVRE it PHME | BREA. Ttk

private | file QFile* T7AINEHRL=-HDAUR

AR
private | file2 QFile* T7AINEEL DDAV RS




25 Note ¥ 5 A&
D REHE
DSR% Note
HOSR 7L
GIg:led Public
DS RRE

Note T—AMHEIMIN TS T —2R—X (note.db) [THERGEL . B SNI-MNEIDDERET
—SERELIGEEOEHLEETS

A2 )L—F

1 QObject 7 QVariant

2 QtSql/QSglDatabase 8 QUuid

3 QtSql/QSqlQuery QDomDocument

4 QtSql/QSqglRecord 10 xmlpacket.h

5 QSqlError 11 noteltem.h

6 QDir 12

AIYR

IR A4 # 5% FREA. T D1tk

public timerFunc QString T—HAR—=R[ZT7HU AL,
EEINT-T—2ZWMBFEL
Txm Z4E/KT 5

public updateData QDomDoc | #Z{EL = xm % I

ument note.db ZE#HT 5

Public init void T—IIL M)A DERGE
MEENEEITS

Public databaseCreationScrip | QString Note 77— 3> CfE

t FALTWAT—TILEHEE

3 51=6HD CREATE X#
RIS

Public LogCreationScript QString ARKYITLO7TEMT 5T
—JIEBESTLH-HD
CREATE X%R#t9 %




D —

AR | B AUREVRE it EAE A, T fth
protecte | m_database QSqlDatabas T—HAR—=ZAANTYIERT
d e B=bDI7R
private | itemList QList<Notelt BHiSNi=T—2%1&HT
em> BUIA
private | receiveList QList<Notelt RIELE-T—2%18MT 5
em> J5RX
private | splitter QString t_e*xt# XML O Contents B 1%
AT BB, AXERAT
WIEEEREITH=HDX
3
2.6 Noteltem ¥ 5 RE#

Noteltem

FEA. T Dt

AR | BE-AURIVRE | B MEAE | BB, 0t

public uuid QString T—A® uuid #HEHTS

public content QString RAMIL KX IGETT) ir—
LavTEbLI TS T—4
ER LR

public lastUpdateTime QString EREHBEREENT S

public isValid QString T—ABBIBRENFAESH
D759

public pastSplit int AIED/—,T—2D 575




ZIEMT S

2.7 Splitteditem 4 5 R &¥#

B, Dt

ARt | BEARERE | B MEAE | B, Tt

public count Int DEIDTHhN-EH

public gid QString NEN TN/ —bT—4
@ UUID

2.8 Recent ¥ 5 X

Recent
L
Public

BET—2DEMEIN TS T —2RX—X (chromium.db) [T#E#EL . BEFINNESIHDER
ET—HEZELIIGEDEHLEETS
e
1 QObject 8 QVariant
2 QtSgl/QSqglDatabase 9 QUuid
3 QtSgl/QSqlQuery 10 QDomDocument
4 QtSgl/QSqlRecord 11 QSettings
5 QSqlError 12 xmlpacket.h
6 QDir 13 recentltem.h
7 QSqlDriver 14




aRE | AYYERE it 5% FREA. T Dt

public timerFunc QString F—AR—RIZT7HItEAL.
EEIN-T—2ZWEL
TxmZET S

public updateData QDomboc | Z{E L = xml % 5t IC

ument chromium.db B #H9 5%

Public init void T—TIL M)A DERGE
MELLEEITS

Public LogCreationScript QString ARKYIhIz7TEMT 5T
—TLERESTHHD
CREATE X%iRI#t9 %

B

AR | BE-AUREVRE i) MHAE B, T Dfth

protecte | m_database QSqlDatabas T—BR—ZAATHERY

d e B=HDI5R

private | itemList QList<Recen BHESNf-T—2%RNT

titem> BIIA
private | receiveList QList<Recen RELT—2ZEKMHMT 5
titem> ISR

private | splitter QString t_e*xt# XML 0 Contents B fE
AT HFF, URL &80F
WREZEREIT =D X
2]

2.9 Recentltem 4 5 X §#H

Recentltem




aRtE | BE-AUREIVRE | B MHME | BB, T

public Uuid QString T—A0 uuid ZHMHT S

public Content QString BERTOERIZFEHLITL
BT —RERMNT S

public lastUpdateTime QString RREHARERNT D

public isValid QString T—ADHIBREN=MNESI D

nI345

2.10 Calendar ¥ 5 X4

DS REHE

DSR4 Calendar

BOSA 7L

AT Public

DIABE

Calendar T—AMNEIMINTNDRN —IHD, BFINAEIHDERET—2EZEL:

BEE0EHLEZEITD

A9 )L—F

1 QObject 10 QVariant

2 QtSql/QSglDatabase 11 QUuid

3 QtSql/QSqlQuery 12 exception

4 QtSql/QSqlRecord 13 xmlpacket.h

5 QSqlError 14 calendarltem.h

6 QDir 15 ekcal/ekcal-storage.h

7 QSqlDriver 16 observer.h

8 QSetting 17 calendardbsingleton.h

9 QDomDocument

AIYR

AR | AYYRSE i) 5% FREA. T DAt

public timerFunc QString T—AR—=RI[ZTIEZRL,
EEIhf=-T—2ZHEL
Txml ZEKT %

public updateData QDomDocum | Z2{§L71= xml ZxIZAKL

ent —CEEHTD

Public init void T—TIL  MIHTDERGE
EAENIBE1TS

private | databaseName QString %95 SQLite MT—4
R—RBZRY

g55 9




BlE-AREUR

AR | B4 REURE | B MHE | R, Tt

protecte | m_database QSqlDatabase T—AR—ZAANTHIERT S

d DU R

private | itemList QList<Notelte BHINI-T—2%KMT S

m> 95X
private receivelist QList<Notelte RELT—2EKMHT 50
m> A

private splitter QString t e*xt# | XML @ Contents B4IZ{E%
WATHE. BRESAML
HEEDENTH-ODXF
3

private | syncCalendarSetting | QSettings ini 77 ILICRZRICEERLI-
FFRIZEEZTHDITR

private lastModified Time QString BTEER L -FREERMRT
%

2.11 Calendarltem 4 5 X5
SR

sy e Calendarltem

HIIR L

aJfR Public

IS RAE

B, Z{EL1= Calendar D T—R%HHHKT S

A2 IL—F

1 QsString

AIYR

AR | AYYRSR il 513 FREA. T Dt

B AV REVR

AR | BE-AURIVRE | B PHME | BB, T

public Uuid QString T—AM uuid ZHEHTS

public Content QString ALV BEGRETT) r—
LavTELATVST—4
ZI&T B

public lastUpdateTime QString EREHHRERMTS

public isValid QString T—ADHIBREN =M ESI D

g55 10
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2.12 CalendarDBSingleton 2 5 X §¥#

CalendarDBSingleton
el
Public

Calendar T—AM## S TLVS Evolution Data Server [C7 912 R T B=ONDA VARV AEE
DA S

AT P AL i) 5% FREA. T Dt

public calendarPtr Kcal::Calen CDYZRMD calendar £
dar::Ptr ZR9

public sotragePtr eKCal::@E CDYZRD storage
Storage::Ptr #=Rg

R

A | BiE-aoRE20RE B PMHE | BB, T

public pinstance CalendarDBSi BEDAV A AEEINT
gleton %

private calendar KCal::Calendar Calendar 79 t€AX9 51=
Ptr HDAVREUR

private storage eKCal::EStora Evolution Data Server [Z7
ge::Ptr DERFTHHDAVREY

A

2.13 Observer ¥ 5 X &t

Observer
L
Public

—~

Calendar 7)o —3y  ANL—C DERZERL. EEOBEHZITS

ekcal/ekcal-storage.h QSqlDriver

XEHS 11



2 icalformat.h QSqlError

3 QtSql/QSglDatabase QDir

4 QtSql/QSqlQuery QVaiant

5 QtSql/QSqglRecord 10 QObject

AUk

AR | AVYYRSA it 5% FREA. T4t

public beginldleWatch int BN —ERETHONT
MEINZERTEH-HD
BAI—ZEESED

public isldle bool —EREEHIN THONIT
MESIHEFIRT

public endldleWatch BAT—%FLET S

protecte | loadingComplete bool,QString | AL—UDO—KRAFETL

d ERICHEUHEND

protecte | savingComplete bool,QString | ARL—LDE—THET

d LI=BRICFUHEINS

protecte | calendarinsidenceAd KCalCore:in | ALY A —IZA RV HE

d ded sidence::Ptr | MENFBFICFUHENDS

protecte | calendarlnsidenceAd KCalCore:ln | /R rDEMMNFIEETH

d ditionCanceled sidence::Ptr | ZBFICHEUHEINDS

protecte | calendarlnsidenceCh KCalCore:in | ALY E—DA R EHME

d anged sidence:Ptr | ESNI-BFICFUHIND

protecte | calendarinsidencedel KCalCore:in | AL H —D A N2 ROV

d eted sidence:Ptr | BRENIBFICFUHINDS

protecte | calendarModified bool,KCalCor | ALV A —MEIEESNT=&

d exCalendar | FICHFUHEINID

public databaseName QString SQLite DT—EAR—RXE %
BY

B AV REVR

ARt | B REVRE | B MHE | BB, T DM

protecte | m_database QSqlDatabase T—ARAR—IXATHILRTD

d DU

2.14 Timethread 4 5 X 848

95 R MR

V5%

TimeThread

H]ISR

QThread

12




AR Public
DS ABE
LN EHT—2EES
A9 IL—F
1 peoplemodel.h
2 peoplemodel_p.h
3 dbcopysave.h
4 contact.h 10
5 11
6 12
AR | AVYR4A il 5% FREA. T Dth
public | readCotnactsFromlocal | QList aAVAIILT—RERD
Public | addContacts void QList aVAYNZT—42%EM
Public | removeContacts void QList BESNI-T—2Za 40k
MoEIRT %
Public | rewriteContacts void QList BESNI=T—2Za 40k
MotEETS
Public | compareContacts QList QList,QLi | a>4% k& CopyFile ZLEER
st
Public | compareContactsAfterR | QList QList,QLi | avAYREELNT-T—4% L
eceive st &
Public | copyContactsToDBCopy | void QList EN T —2I1T&Y .
DBCopyFile #E#79 %
Public | editContactsCopy QList QList,QLi | &b f=T—2(Z&k>T. Copy
st TEH
Public | readContactsFromFile QList CopyFile MbT—42% A& H
%
Public | ContactsFileAddToFile | void QList CopyFile [Z7—43% BN
Public | rewriteContactsToFile void QList CopyFile [CT—A2% LEZ
Public | removeContactFromFile | void QList CopyFile [T —4%%HIB&
private | compareTime int QDateTi | BffE1ZLLER
me,QDat
eTime
AYYR AV RAVR
AR | B AUREVRE il MHAME SRBA. D
private | dbCopySave DBCopy AVARBZVRA

13




Save*

private | contact Contact* AVREVR

public contactsLocal QList

Public contactsCopy QList

Public contactsReceive QList

public contactsSend QList

Public contactsAdd QList

Public contactRewrite QList

Public ContactsRemove QList

2.15 XMLPacket ¥ 5 X5
D REHE

DSR% XMLPacket

BISR gL

TR Public

DIABE

XML ZHEFRAT

A2 )L—k

1 QXmlStreamWriter

2 QByterArray

3 QDomDocument

4 QDomElement 10

5 11

6 12

AIYR

AR | AYYEA it 5% FREA. T Dt

public | commandParse QString QDomDocument | AT RTF—4% XML @47

public contactParse QList QDomDocument | AVAYrT—4% XML f#
Uiy

public resultParse QString QDomDocument | T DFEREERS

public contactToXml QString QList aVRYMT—45% XML (2
Pk

public noteToXML QStringList | QList J/—bhT—%4% XML [ZEH#2

public noteBookToXML QStringList | QList /=T v T—42% XML
([CZi

public noteParse QList QDombDocument, | /—kT—% ., /—rTv¥Y

QString T—%4% XML @
EB5 14




public recentToXML QString QList BET—4% XML [CZ#:

public recentParse QList QDombDocument | BET—%4%% XML &7

public calendarToXML QString QList ALoF—T—45% XMLIZ
g

public | calendarParse QlList QDomDocument | ALY HF —FT—%42% XML
fEHT

B A RAVR

AR | BHE-AUREIVRE | B MEME FREA. T4t

private | splitSize int 10000 J—hT—RERENTBHE
DEAXFHEHRTET S

2.16 Config ¥ 5 X &#l
IS REHM

HSR % Config

HOSR L

Gig:led Public

IS RABE

Ul £y b —VBEICET 5% E

A29)IL—F

1 QString 7

2 QNetworklinterface

3 QDebug

4 10

5 11

6 12

AIYR

AT AR il 5% FREA. T Dt

public setHost void QStirng& | RRAFDERET

Public getHost QString RAMEEF

Public setUser void QStirng& | Userld M &%&T

Public getUser QString Userld ZH#&

Public setPassword void Qstirng& | /ARAT—FDE&E

Public getPassword QString NRAT—FZERF

Public setPort void Int R—hDEE

Public getPort int R—rEEF

Public setDeviceld void QStirng& | T/3( X 1d DE%ET

Public getDeviceld Qstirng& TINAR Id #EiF

15




Public setConnectType void QStirng& | EHAAT DR (OT A2 #F
B NRD—FER)

Public getConnectType QStirng& 3 S E A= R N
B.N\RD—FZEHE)

BHE-AVRAVR

ARE | BRI RAVRE B MEB S, £t

private m_host QStirng

private m_port Int

private m_user QsStirng

private m_password QsStirng

private m_deviceld QsStirng

private m_connectType QsStirng

2.17 NetWork ¥ 5 R D
DS REHE

DSR4 NetWork

BUSR QObject

AT Public

DIABE

5 1bIZ& 5 socket BIE

A9 )L—F

1 QObject Config.h

2 QAbstractSocket xmlPacket.h

3 QTcpSocket 9 Timethread.h

4 QBuffer 10 QRegEXxp

5 QDataStream 11 QhostAddress

6 QTime 12 QStringList

AIYR

AR | AVYVRE i) 5% FREA. T DAth

public | connectToServer void QString,int | H—/\[ZHEkR

Public | discontactFromServer void Y= nsY]

W
Public | isconnected bool UEREDF
vy
Public | handleStream bool L5, User
slots ENRRT—F%&Y

16




—/N\ITHEE

Public | socketReadRead void ZIENE
slots

Public | socketConnected void

slots

Public | socketDisconnected Void

slots

Public | login void

slots

Public | receiveDataResult void

slots

Public | sendContact void QString ORI NEEE
slots

Public | ScanContact void aVRVNERG
slots

Public | sendMessage void Keep alive #i%
slots g

private | sendData bool QByteArray | XF5|%iEE
BHE-A1REVR

AR | BlE-AUREVR4A Ei B SEA. Tt
private | config Config*

Private | socket QTCpSocket*

Private | xmlPacket XMLPacket*

Private | timeThread TimeThread*

Private | message QsStirng

Private | fileSize Quintl6

Private | adduserCommandName QsStirng

private | useLogonrCommandName QsStirng

private | clientSendDataCommandName | QStirng

private | serverSendDataCommandName | QStirng
g55 17
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1 BE
1.1 B#M
ARE(FTF—AfEY AT LY —N—T A5 S LRHEIZ O TERT S

1.2 A&t
1. BERERELERRFEICED=CEEZE DT, HHEFTI,
2. TILTA4ALYRIZDULVT., .NetFramework D AR E ¥ THS MSDN #L{FBfEZT BT &,

1.3 EEFEH
REEH—N—TOTSLDVINITTHER. A1V T71— R et R85

1.4 BEBFXaAV

ID XESZ XEES RTEAR L

BEHERE

EAREE

1.5 & (A, BEEE

ID | FHEE-BS EX®E Bk
NET NetFremework H—N—RIORRIRETHD
2 | MD5 Message Digest Algorithm 5 BELOTUAIILERLGEIZED
han\y1BE#HTHS
AES Advanced Encryption Standard | X EESIL AR THS
RSA FEXRMESLARXTHS




2 DSRABE

2.1 MU SAE
AVREBDARER T REEIZ,
60

HBOSAREER LIz, £V ADFMITR DORIEHAT

_ConnectionManager

SessionEventArgs

- connectionManagerSocket : Socket
- DBConnsStr : String =™

-PORT :int

- sessionKey :int=0

- deviceSessionList : Dictionary

- dataTable : DataTable

- m_SystemDBOperator : SystemDBOperator
- security : _SecurityTransportManager
+TBL : DataTable

+_ConnectionManager(DBConnsStr : String, PORT : String)

+ Start() : void

- CreateManagerSocket() : bool

- doManageConnection() : void

- doCreateNewSession(clientSocket : Socket) : void

- doSendDataT¢ : Object, e : 0
- GetSessionldFromDeviceld(deviceld : String) : int

- doProcessXMLStream() : void 1
+stop() : bool

+void

- message : string
- deviceld : string

+ Deviceld : string
+Message : string

+ SessionEventArgs(deviceld : string, message : string) : void

_ConfigReader

- configFileName : string

+_ConfigReader(configFileName : string)
+ GetValue(DBIP : string, PORT : string) : int

1 _Logger

- CloseSocket() : void

+Write(msg : string) : void

_Session

+deviceld : string

+userName : string

+ip : string

+ connectionStartTime : DateTime

- lastSyncTime : DateTime

- packetSend : int

+ packetReceive : int

+KEY :int

+ dataGridviewRow : DataGridViewRow
+security : _SecurityTransportManager
+logon : bool

+ UserDBOperator : UserDBOperator

- SystemDBOperator : SystemDBOperator
+ sendDataToO! event (o}
- deviceSocket : Socket

- lasAccessTime : DateTime

- xmiStreamStart : string

- xmiStreamsStop : string

- xmiStreamBuffer : byte[]

- xmlOperator : _XMLOperator

+ TM : _SecurityTr
+Close() : void

+ doProcessXMLStream() : void

+ doBeginReceive() : void

+ GetPassedSeconds() : double

- SendDataCallBack(iar : IAsyncResult) : void

- ReceiveDataCallBack(iar : IAsyncResult) : void

- doProcessBuffer(readBytesLength : int, securityTransport : bool) : void
+OnSendDataToOtherSession(deviceld : string, message : string) : void
+ SendToDevice(xmlString : string, securityTransport : bool) : void

key :int,

 Socket, m_SystemDBOperator : SystemDBOperator)

_XMLOperator

- contactTable : DataTable
-noteTable : DataTable

- noteBookTable : DataTable
- calendarTable : DataTable
- history : DataTable

+ InitContactTable() : void

+ InitNoteTable() : void

+ InitNoteBookTable() : void
+ InitCalendarTable() : void
+ InitHistory Table() : void
+dol

_Session, byte[) : void

+ GetData(xmIDoc : XmIDocument, command : CommandType, data : Dictionary<string.string>) : int

_SecurityTransportManager

+ SecurityTransport : bool
+ serverPublicKey : string
+ serverPrivateKey : string
+ clientTempStr : string

- myRSA : RSA

- myAES : AESSTRUCT

- clientType : ClientType

+INitRSA() : void

+ INItAES() : void

+ SetAESInfo() : void

+ SetClientType() : void

+ AESEncrypl(val : byte[]) : byte[]

+ AESDecrypt(val : byte[]) : byte[]

- GetRandomStr(lenth : int, send : int) : string

- GetMd5(pass : string) : string

- ConvertHexStringToByteArray(hexString : string) : byte[]
- GetClientType(typeName : string) : ClientType

- AESEncrypt(ce : CipherContext, input : byte[], key : byte[], iv : byte[], clientType : ClientType) : byte}
- AESDecrypt(cc : CipherContext, input : byte[], key : byte[], iv : byte[], clientType : ClientType) : byte[]




2.2 _ConnectionManager 4 5 X D EE#A

DS REHE
DSR4 _ConnectionManager
HOIRX sl
al 1R % Public
DIAME

TNNARADEGEEET HIIXATHS,

A2 IL—F

1 System System.Windows.Forms

2 System.Data

3 System.Net.Sockets

4 System.Collections.Generic 10

5 System.Threading 11

6 DBAccessor 12

AIYR

AIRE | AVYVRA # 518 FREA. DAt

public | _ConnectionManager DBConnStr | AV RS9 2A YR
PORT

public | start void HES—ERZRHNTS

private | CreateManagerSocket bool Y—\—VrybDYERK

private | doManageConnection void EHiEFvoL, yia

CDERL. BIFREITS

private | doCreateNewSession clientSocket | #TiLL\zvi 3> DYERK

private | doSendDataToSession void sender BEDTNARIZT—4
e E1E

private | GetSessionldFromDeviceld | int devoceld TINMR ID Dty av

ID ZHF

private | doProcessXMLStream void RETIENESTDS

private | stop bool HEH—EXZELTS

private | closeSocket void socket H—\—V 4y DHIB

B4V REVR

AR | B AUREVRE i) #EME SHEA. DAt

private | connectionManagerSocket | Socket

private | DBConnStr String

private | PORT Int

private | sessionKey Int 0




private | deviceSessionList Dictionary
private | dataTable DataTable
private | m_SystemDBOperator SystemDB
Operator
private | security Security
Transport
Manager
public | TBL DataTable T2 EEERRA
g55 4




2.3 _Session 5 AMDH

DS REH
sy e _Session
HOIRX 5L
AIfR % Public
DIAE
YAV ISR TINAREDT—REZELGLELEETEHIIATHD
A29)I—k
1 System DBAccessor
2 System.Net System.Windows.Fo
rms
3 System.Net.Sockets 9 System.Threading
4 System. Text 10
5 System.Collections.Generic 11
6 System.IO 12
AIYR
AIRE | AVYRE i) 518 FREA. TD1th
public | _Session serverSTM MEAE
key
deviceSocket
m_SystemDB
Operator
public | Close void BT
public doProcessXMLStream | void XML ALI8$E7R
public | doBeginReceive void T—A2{EHE
private | GetPassedSeconds double AIEIZEN
1B EFE
private | SendDataCallBack void ira x E & O
CallBack
private | ReceiveDataCallBack | void ira %2 E & O
CallBack
private | doProcessBuffer void readBytesLength | /Ny 7 7 LB % 1T
securityTranspor | 5
t
public | OnSendDataToOtherS | void deviceld DT I AA~E
ession message =
public SendToDevice void xmlString TINA ANEE




securityTranspor

B ARV

AR | B AUREURE i #EAfE A, Tt
public | deviceld string Ay TINA R ID
public | userName string e a1—H4
public | ip string 2 IP 7ELR
public | connectionStartTime DateTime U T-B5E
private | lastSyncTime DateTime AT [E] 7] £ BF
private | packetSend int 0 EEL/A b
#
public | packetReceive int 0 ZELI/N\TYk
#
public KEY int 0
public dataGridViewRow DataGridView
Row
public security Security
Transport
Manager
public logon bool false
public userDBOperator UserDBOperato
r
private | systemDBOperator SystemDBOper
ator
public sendDataToOtherSessi | event
on EventHandler
<SessionEvent
Args>
private | deviceSocket Socket
private | LastAccessTime DateTime
private | xmlStreamStart string
private | xmlStreamStop string ASCII 1
private | xmlStreamBuffer byte[] ASCII 127
private | xmlOperator XMLOperator
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2.4 _XMLOperator 7 5 R &4

Do R
DSR4 _XMLOperator
HOIRX L
AIfR % Public
IS AE
XML T—A2 DN, MBEITIVSATHS
A2 )L—F
1 System System.Data
2 System. Text OpenSSL.Core
3 System.Collections.Generic
4 System.lO 10
5 DBAccessor 11
6 System.Xml 12
AIYR
AlRE | AVYR4A il 5% EREA. T DAt
public | GetData int xmlDoc XML RR)—LhoT
command —RZWMEIT S
data
public | InitContactTable void ERET 32— FH
REITDIT—ITILDH)
1k
public | InitNoteTable void /—bT—32— R
BI5T—TILDOHEH
e
public | InitNoteBookTable void /=R IO T—5—BF
MRETEHT—TILD
L
public | InitCalendarTable void ALUF—T—3—BF
MRETEHT—TILD
AL
public | InitHistoryTable void BET—4%—RH&
BI5T—TILOWEH
&
public | doProcessXMLStream | void session XML T—42DLEE
datagramBytes 15




BlE-AREUR

AR | BE-AUREURE | B MEAE ERBA. Dt
private | contactTable DataTable
private | noteTable DataTable
private | noteBookTable DataTable
private | calendarTable DataTable
private | historyTable DataTable




2.5 _SecurityTransportManager 7 5 X &£

Do R

DSR4 _SecurityTransportManager

HOIRX sl

al 1R % Public

DIAE

X2 TABEE, BSE. ESILEITIVIRATHS

A29)I—k

1 System System.Data

2 System. Text OpenSSL.Core

3 System.Collections.Generic

4 System.10 10

5 DBAccessor 11

6 System.Xml 12

AIYR

AR | AVYRE Eid) 5% EHEA. TDth

public | InitRSA void AU RT—4%
XML &4

public | INitAES void AVAIRT 3%
XML &4

public | SetAESInfo void BRITOFERETI!S

public | SetClientType void T—43% XML IZE
1

public | AESEncrypt byte[] val AES lES1t
NET7IERXRA

public | AESDecrypt byte][] val AES &1t
NETUERH

private | GetRandomStr string lenth SR LXFSE

send AR

private | GetMd5 string pass X=F5|0) MD5 {&
EiEs

private | ConvertHexStringToByteArray | byte[] hexString HEX X=F 5D
TTXF5EmF

private | GetClientType ClientType typeName DIATRDEA
7 (MeeGo T/3A
AWNTANIZAT
VM ERF
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private | AESEncrypt byte[] cc AES BES1EZE1TD
input
key
iv
clientType
private | AESDecrypt byte[] cc AES EB1LZE1TS
input
key
iv
clientType
BHE-A1RAVR
AR | BE-AREIURA Eid) MHAE EHEA. TDth
public | SecurityTransport bool false
public | serverPublicKey string Ay
public | serverPrivateKey string Ay
public | clientTempStr string Ay
private | myRSA RSA RSA AV ARV R
private | myAES AESSTRUCT AES 1V RBAVR
private | clientType ClientType
g55 10




2.6 _ConfigReader ¥ 5 X B

_ConfigReader
L
Public

BEIT7AINDHRMFRAHERIFATHD

PORT

1 System 7

2 System.Collections.Generic 8

3 QDebug 9

4 System. Text 10

5 System.10 11

6 12
Ok

AIfRE | AVURS i 518 SHEA. T D

public _ConfigReader configFileName | AV XFZ92 A YR

public GetValue int DBIP INTGA—REZIE

AR | BHE-AUREVRE | B MEE ERBA. T Dfih
private | configFileName stirng 22 BRTEIFAILINA+LZH]
XEES 11




2.7 _SessionEventArgs 7 5 X Ml

_SessionEventArgs

EventArgs
Public

D TTNAANEETERANUNISATHS

1 System 7
2 System.Collections.Generic 8
3 System.Linq 9
4 System. Text 10
5 11
6 12
B
AR | AVYYRE # 5% EHEA. T D1th
public | SessionEventArgs void deviceld H— /IR
message
e
ARt | B AV REVRE i MHEAE FiEA. T Dt
private | message string x
Private | deviceld string x
public | Message string message HUf5E
i
public | Deviceld string deviceld Huf5 &
H




2.8 _Logger ¥ 5 AMEEH

AT RBEAIZIRATHS

1 System

2 System.Collections.Generic

3 System. Text

4 System.10 10

5 System.Runtime.InteropServices 11

6 12

AR | AVURE it 5% EREA. T D1th
public connectToServer void QString,int | Y—/\IZHEHE
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3 AVREAVAEA

HHOSAREREICH—N\—TOSS LD — U AR EERLT-.

xml rator : XML rator essionD : _Session 1Manager : _Col lager
contactTable deviceld connectionManagerSocket message
noteTable userName DBConnStr deviceld
noteBookTable ip PORT Deviceld
calendarTable connectionStartTime sessionKey Message
history lastSyncTime deviceSessionList
packetSend dataTable
packetReceive m_SystemDBOperator
KEY security
ecurityTrar SecuriyTh datzCridViswhow [EC
security
SecurityTransport logon =
serverPublickey UserbBoperator [
serverPrivateKey SystemDBOperator
clientTempStr sendDataToOtherSession
myRSA deviceSocket logger : _Logger
myAES lasAccessTime
clientType xmiStreamstart
xmiStreamStop
xmiStreamBuffer
xmlOperator
e
xmlOperator : _XMLOperator sessionB : _Session sessionC : _Session xmlOperator : _XMLOperator
contactTable deviceld deviceld contactTable
noteTable userName userName noteTable
noteBookTable ip ip noteBookTable
calendarTable connectionStartTime connectionStartTime calendarTable
history lastSyncTime lastSyncTime history
packetSend packetSend
packetReceive packetReceive
KEY KEY
) N dataGridViewRow dataGridViewRow -
ecurityTrar _SecurityTr security security ecurityTransportManager : _SecurityT
SecurityTransport logon logon SecurityTransport
serverPublicKey UserDBOperator UserDBOperator serverPublicKey
serverPrivateKey SystemDBOperator SystemDBOperator serverPrivateKey
clientTempStr sendDataToOtherSession sendDataToOtherSession clientTempStr
myRSA deviceSocket deviceSocket myRSA
myAES lasAccessTime lasAccessTime myAES
clientType xmiStreamStart xmiStreamStart clientType
xmiStreamStop
xmiStreamBuffer xmiStreamBuffer
xmlOperator xmlOperator
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$—r Y RE

ARV AR EEBREEFREIZH—N\—TO5S LD —F U AR EERLT-.

[

2: Start() : void

5: CreateManagerSocket() : bool

6: doManageConnection() : void

i 1:_ConnectionManager(DBConnStr:String, PORT:String)

6.1: doCreateNewSession(clientSocket:Socket) : void

6.2 TM:_Security Tr

L ; 7: doProcessXMLStream() : void

7.1: doProcessXMLStream() : void

9: doSendData Object,

| Session : _Session | | SecurityT +_SecurityTr | | XMLOperator :_XMLOperator
Keyint, m_SystemDBOperator:SystemDEOperator)
>
714 ferd engthint, securityTr void
= 7111:00p Session,
7.1.1.1.1: AESDecrypt(val
[ 8: SendToD selcurity void
8.1: AESEncr bytel] o

: void

e T
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o HREITFAILDFILLLTDEY,

[DBConnStr]

Server=[IP Address];Userld=[DBusername];Password=[DB pass];CharSet=utf8;Port=[port No.];Max Pool Size=[xxx];

[Port]

XXXXX
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B EENE
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MasterSecret CE #7717 b5 /

ZELE-XFHIEES 1t ' .

= i 0]:c 3=\ =N S * WX —4h
\ HY—N\—DSZETET—2F o

DA RNEE ESbshi=T—2EL T, MasterSecret
J J s

________________ --'_lL-__------------------- _---@%*a&----------- '

CDEEAD. serversendbone E?TBLM H%*J?(ZELE LTEX%W&HS%&

HSATUDDRIETHT—4IE —> ok Ta LI, IXRERAA

S ibah=T—2ELL T, MasterSecret ‘ ‘NGTHNIL. ERETD

T

BESEZEITS

EDHEE

--------------------F--------------------'F------------------ . (% § § N N N N

*-----------------

ES{ETDESR

SRR




XEA
(Voro o7 MR EE (T —2~—X)]

XEES

04-004




H

4

"%

B

A%

R®{TH-RITHE



BT ettt ettt ettt et et ete et e eaeanas 1
1.1 S TR 1
1.2 A s 1
1.3 BBEREEBH ... 1
1.4 BEBEI AR e 1
15 TBER(EB.BEEE) .o e 1

DDRBELE oo 1
2.1 BREFUTARB .o 1
2.2 FUBLTZTAT T oo 3
2.3 SystemDBOperator 27 RADEEM...........cocooiviiiieeeeee e 3
2.4  UserDBOperator JRAMEEH .....cocooviiiiicecceeee e 4
2.5 CreateUserSchma ZFRFEH. ... 8
2.6 Encryption T REEH .......cooiiiieee e 9

&5 i F1TH-RITRE



1 HE

1.1 B#M
REFTAHAHELRATLIZGAVMIDY IR 7RI DOWTRERT S

1.2 AH¢t
HT MeeGo TINAREA—RIZLI=VIrxT7HETHD=H. FTitDBICERZES-
1=
1. BERERZELEABRAZICED-CELEEDNT, EBHETS,
2. MeeGo [FA—RUVY—RBED T, ZFDRF1AMOHUTILTOTSLELYEREL. S
ZI12T 5,

1.3 EHEEEH
AEFIFAVMIDY TN TR, AR T71— R BREHETEEH TS

1.4 BEFXaAV

ID XEH XEES RTER w%E

BEHERE

EREEE

1.5 & (HEE. BEEE

ID | FAE-IRS EXFEA 17

2 DSRIEE

21 BEHISAEA
IV RERIC, B ISRAEEER LTz £ITADEMIERIORICHBAT S,




pkg

SystemDBOperator

- mySglConnection : MySqlCannection
- path: string

- sw: StreamWhiter

- connString  string

- cUserSchema : CreateUserSchema
- en: Encryption

+ SystemDBOperator()

+ AddConnectionLog() : int

+ AddUser() : int

+ DeleteUser() : int

+ ChangePssword() : int

+ Userlogon() : int

+ GetUserDBOperator() : UserDBOperator
+ GetConnectionLog() : int

+ DeleteConnectionglog() : int

+ DeleteSubKey() . int

+ GetlUseDBOperatroBylUserDBname() - int
+ GetUsers() : int

+ UpdateLogOffTime() : int

+ Initiate() : int

+ Dispose() : void

UserDBOperator

CreateUserSchema

- mySqlCannection : MySglConnection
- path: string

- 8w StreamVriter

- connString : string

-en: Encryption

+ CreatelJserSchema()

+ inite() - int

+ Dispose() - void

- AddUserToDB() : int

- CreateSchemal) : int

- CreateDataSet() : int

- getTablesNames() - ArrayList

- getForeingKey() : ArrayList

+ getUserMo() : vaid

+ createlUserSchemaBylserinfo() : void

- mySglConnection : MySglConnection
- path - string

- 5w StreamWiriter

- connString : string

-en: Encryption

- userDBName : string

- userName : string

- device_key : string

- contact_key : string

- calendar_key : string

- accessHlstrory_key - string
- notebook_key : string

- note_key : string

Encryption

- mySglConnection : MySqlConnection
- path : string

- Sw : Streami\riter

- connString © string

- keys : byte[]

- EncryptDES() : string

- DecryptDES() : string

+ generateMainkey() : string
-readSubkey() : List=string>

- generateSubKey() : List<string>
- writeSubKey() : void

+ EncryptSubKeys() : void

+ DecryptSubKey() : List<string>
+ generateKeyForlser() : void

+ UserDBOpeartol)

+ Open() - int

+ NoDecryptOpen() : int

+ Dispose() : void

+ AddDeviceld() : void
+HasDevice() : Boolean

+ GetDevicelds() : int

+ GetDeviceMNos() : int

+ GetOnlineDevicelds() - int

+ GetOfflineDevicelds() - int

+ SetSyncProperty() : int

+ GetSyncProperty() : int

+ UpdateDeviceState() : int

+ GetNoByDeviceld() . void

+ GetContactlastUpdateTime() - int
+ AddNewContact() : int

+ UpdateContact() : int

+ DeleteContact() : int

+ GetAllContacts() - int

- contactisExist() : boolean

- contactisDeleted() : boolean

+ AddContactToStack() - int

+ GetContactStackData() : void
+ DelteContactStack() : void

+ GetCalendarLastUpdateTime() : int
+ AddNewCalendar() : int

+ UpdateCalendarf) : int

+ GetAllCalendars() - int

- calendarlsExist() : boalean

- calendarlsDeleted() : boolean
+ AddCalendarToStack() : int

+ GetCalendarStackData() : void
+ DelteCalendarStack() . void

+ GetHistoryLastUpdateTime() - int
+ AddNewHistory() : int

+ UpdateHistory() - int

+ DeleteHistory() - int

+ GetAlHistorys() - int

- HistorylsExist() : boolean

- HistorylsDeleted() : boolean

+ AddHistoryToStack() : int

+ GetHistoryStackData() : void
+ DelteHistoryStack() : void

+ GetMNoteBookLastUpdateTime() : int
+ AddNewhNoteBook() : int

+ UpdateNoteBook() : int

+ DeleteMNoteBook() - int

+ GetAllNoteBooks() : int

- NoteBooklsExist() : boolean

- NoteBooklsDeleted() : boolean
+ AddNoteBookToStack() « int
+ GetMNoteBookStackData() : void
+ DeltelNoteBookStack() : void
+ GetNoteLastUpdateTime() : int
+ Addhewhlote() : int

+ UpdateMNote() - int

+ DeleteMNote() - int

+ GetAllNotes() : int

- MotelsExist() : booclean

- NotelsDeleted() - boolean

+ AddMoteToStack() - int

+ GetNoteStackData() - void

+ DelteNoteStack() : void
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A9 —k

1 System System.Data.SqlClient

2 System.lO System.Web

3 System.Collections.Generic 10 MySql.Data.MySqlClient

4 System.ComponentModel 11 System.Collections

5 System.Data 12 System.Security.Cryptography

6 System.Text 13 System.Web.Security

7 System.Diagnostics 14 System.Threading

2.3 SystemDBOperator ¥ 5 X M&EH
D REE

DSR4 SystemDBOperator

HOZR 7L

alfRE Public

DIABE

AT LRF—TEREEVI—IL

AIYR

AR | AVURE £ 5% FREA. T D ith

public | SystemDBOperator BEREH

public | Initiate int string VATLRX—TE®
EEDS2— LD
1t

public | Dispose void T—AR—X~DE
Hwzt5

public AddUser int string HHHA—H—%&5
EXS)

public DeleteUser int string BEShf-2a—H—
ZHIBRI

public ChangePassword int string EESNf-2—Y—
DINRT—FRZEEIE
EK)

public | UserLogon int string aA—H—RE/NRRT
—FZFAL, 2 —¥
—ZIRIAT B

public | UserDBOperator GetUserDBOperator | string a1—H—a%EFAL.
A—H¥—F—7§




EDONVRILEES
EKO)
public | GetUsers Int list<string> | T—2~N—XIZFFFEL
TWdIRTh1—
Y—FonN—%RY
public | AddConnectionLog int string, 1—HF—DEGRERE
DateTime |Z&ZT —42~N—XI[ZiB
hn
public | GetConnectionLog int string, A—Y—RETNA
DateTime | R&ZEFAL. E#KE
FEzEET 5
public | DeleteConnectionLog | int string ERBEEZHIRT S
public | UpdateLogOffTime int string, AJ A7 ZEEM
DateTime | 9%
B AV REVR
AR | B AUREVRE it MEAfE FREA. T D ith
private | mySqglConnection MySqglConnection *
Private | path string
Private | sw StreamWriter
Private | connString string
Private | en Encryption
Private | CreateUserSchema | cUserSchema
2.4 UserDBOperator 5 X DEEHA
Do R
DSR4 UserDBOperator
HOSA 7L
AR Public
DIRAME
A—HF—RF—TERETEHDIFR
AUk
"R | AVURE i) 5% FREA. £ DAth
public | UserDBOperator A—H—RF—TDHEE
3k
public | Initiate int A—H—XX—TiEETE
Ta—)LDOHEAE
Public | Dispose void T—AR—ZA~DEHH
EES 4




%

Public | AddDeviceld int string PRTNAREEBMT S
Public | HasDevice boolean | string TINAANFETHNE
IHZEHIMT S
Public | GetDevicelds int List<string> | A—H—I[CBT 5T T
DT/INMRID ZER/T
Public | GetDeviceNos Int List<int> A—H—IZETHT T
DTINARFUN—%
/9%
Public | DBCopySave int List<string> | #2342 T/NA(RX ID &
Vi RS
public | GetOfflineDevicelds int List<string> | #2347/ X ID %
Vi RS
public | SetSyncProperty Int String A—HY—T—20OREAT
Bool EMEINEERET D
public | GetSyncProperty Int String RHRELTESTTD
Bool
public | UpdateDeviceState Int string TINARADAUFAK
RZEHID
public | GetNoByDeviceld Int String TINARFUN—%ER
EEO)
public | GetContactLastUpdateTime | int String HHaAVFYRRIEIEFHL
Datetime -EEZERET 5
public | AddNewContact int String OVAUEEMT 5
Datetime
public | UpdateContact int String AVBINEEHT S
Datetime
public | DeleteContact int String AVBRINEEDNT D
public | GetAllContacts int datatable T AN A 1—H
ARV EEERE
private | contactIsExist Boolean | string AVEIINEFEENE I,
THIEY S
private | contactlsDeleted Boolean | string AR EDENESH
ZHIET S
public | AddContactToStack int string IS4V T INA ADEH
9 R contactid Z:E09
%
g§&5 5




public | GetContactStackData int String T I\ AH stack T—H%
datatable n&
public DeleteContactStack int string TINARIZT
GetContactStackData HX
Sf=T—REREMIIL
R RO
public | AddNewCalendar int String ALUFARUR—%EM
Datetime EK)
public | UpdateCalendar int String ALUF ARV —%EFH
Datetime EKO)
public | DeleteCalendar int String ALUF AR —FT
EE)
public GetAllCalendars int datatable HTANARAR 1 —Y
ALUF AR —%2E]
VeSS
private | calendarlsExist Boolean | string ALUF AR N—DFE
MEINTHIET S
private | calendarlsDeleted Boolean | string ALUT AR =D ED
MEINTHIET S
public | AddCalendarToStack int string FITATINARDEH
T RZE calendarid %3E/0
EK)
public | GetCalendarStackData int String TN R stack T—A%
datatable iF
public DeleteCalendarStack int string TINMRIZT
GetCalendarStackData
Wof-T—2%FERT
Byt T 1500 Ne k-
public | AddNewHistory int String BEBEZEMNT S
Datetime
public | UpdateHistory int String EEEREE#HTD
Datetime
public | DeleteHistory int String EEBEEEENT S
public | GetAllHistorys int datatable BT A\ AR e —
HERBEZEHMIG
private | HistorylsExist Boolean | string BEBERENFEENESH
T S
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private | HistorylsDeleted Boolean | string EEEEINENNE S,
ZHIET S
public | AddHistoryToStack int string AT IZAVTINAADERH
9§ RE Historyid 809
%
public | GetHistoryStackData int String TN AD stack T—42%
datatable m&
public | DeleteHistoryStack int string TINARIZT
GetHistoryStackData H
Sf=T—REFERIL
=R RO
public | AddNewNoteBook int String /= IvO%EEBMT S
Datetime
public | UpdateNoteBook int String J—bIVOEBEHTD
Datetime
public | DeleteNoteBook int String /=W IO EENT D
public | GetAllNoteBooks int datatable T AN\A AR S —
/= IvOEEHIRE
private | NoteBookISExist Boolean | string J—RIVIDBFEENES
MZHIT S
private | NoteBooklsDeleted Boolean | string J—bTVIDEMMES
NZeHId 5
public | AddNoteBookToStack int string FIZAVTINAADES
9§ ~RE NoteBookid 1B
mys
public | GetNoteBookStackData int String T I\ AN stack T—3%
datatable iF
public DeleteNoteBookStack int string TINARIZT
GetNoteBookStackData
Wot=T—2%F AR
LI-BFmPFU g
public | AddNewNote int String /—rEEMT S
Datetime
public | UpdateNote int String /— EEHTD
Datetime
public | DeleteNote int String /I EEMTD
public | GetAllNotes int datatable T4 A% 1—4
EES 7




/—rE2 I

private | NotelsExist Boolean | string J—rDFEENEINEH
i34 A

private | NotelsDeleted Boolean | string J—rDEUMNESINEH
L4 R

public | AddNoteToStack int string FISAVTINAADES
I RE Noteid #3803 %

public | GetNoteStackData int String T I\ AH stack T—H%

datatable n&

public DeleteNoteStack int string TINARIZT
GetNoteStackData Bx>
=T —3%HEMTILT
B mPEO 9

BHE-A1RAVR

AR | BE-ARERE | B #EAE FREA. T D ith

private | mySqglConnection MySqglConnection *

Private | path string

Private | sw StreamWriter

Private | connString string

Private | en Encryption

Private | CreateUserSchema | cUserSchema

2.5 CreateUserSchma 4 5 R 84

SR
DSR4 CreateUserSchma
HIIR 7L
AR Public
DS RABE
PRIV BT IHLE. I —DRX—IEERTH2HDIFX
AUk
AIRAE | AVYYFA it 513 FER. T
public | CreateUserSchema DS ADIEERE
public | inite void MHAE RIS
public | Dispose void T—BR—Z~DEfEEY) S
public | createUserSchemaByUs | int string A—H—FHREFAL. 21—
erlnfo YP—RFX—TZ#ERT S
private | AddUserToDB void string FR1I—Y—DEFRERT




LRF—TIZEMT S

private | CreateSchema void string A—HY—R¥X—IEEKT D

private | CreateDataSet void string A—HY—IZETET—TIL%E
BT %

private | getTablesNames ArrayList sampleDB OT7—J L &%E
/9%

private | getForeignKey ArrayList sampleDB D5 ERF—Hl$9%
BEID

public | getUserNo int string A—H—ZFMAL. 12—
—DFN—%¥%BT 5

B AVRIVR

AR | BE-AUREURE | B #IEAfE . Tt

private | mySqglConnection MySqlConnection *

Private | path string

Private | sw StreamWriter

Private | connString string

Private | en Encryption

2.6 Encryption 25 X &
Do R

IS5 R4 Encryption

HOSRX 7L

IR Public

IS RABE

E51LTH=HDITR

AIYR

aRE | AYYEE it} 5% FiEA. D th

public Encryption string &R

private | EncryptDES string string DES rES L%

private | DecryptDES string string DES 1€ 5L

private | readSubKey List<string> | string T—AR—=ZMNHHYTFx

—ZEEIT S

public generateMainKey string string ERAF—

private | generateSubKey List<string> | int ERYTH—

private | writeSubeKey void List<string>. ALY IX—%7—

string AR—RIZHRET S
private | EncryptsubKeys void List<string>. AMX—FFAL. YT




string *F—ZESIET S,
public DecryptSubKey List<string> | string AMx—%FFAL. ST
*F—zES1LIS
public generateKeyForUser | void string A—H—DI=HIZ A
F—HYIX—ZERTD
BHE-AVRAVR
AR | BE-AURAVURE | B MEAE S, £tk
private | mySqglConnection MySqglConnection *
Private | path string
Private | sw StreamWriter
Private | connString string
Private | Keys byte[] 0x14, 0x32,
0x58, 0x71,
0x95, OXAE,
OXED, OxEC
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1 HE

1.1 B#M
REFT—AHERTFLDISAT U —N—RBIEETS XML T—A4E 2DV TRk
ER)

1.2 At
BT MeeGo TNAREAN—XIZLIzY I Iz T7HFETH D=0, TRORICERFESE-
=
1. BRERELEARLHEICED-CEEFE DT, RitE1TS,
2. XML BELHRZESBICLTHREZEITI,

1.3 EHEEEH
AEFIFAVMIDY TN TR, AR T71— R BREHETEEH TS

1.4 BEFXaAV

ID XEH XEES RTER w%E

BEHERE

EREEE

1.5 & (HEE. BEEE

ID | FAE-IRS EXFEA 17

XML

2 T—HEEHR
2.1 BEHGER (V3472 FhbHY—/N—A)

<?xml version="1.0" encoding="UTF-8" ?>
<MeegoSync>
<Command>BeginConnection</Command>
<Data>
<Deviceld>devicel</Deviceld>
</Data>
</MeegoSync>




22 BEBERRE (Y—nN—»DoIF4F72FN)
<?xml version="1.0" encoding="UTF-8" ?>
<MeegoSync>
<Command>BeginConnection</Command>
<Data></Data>
<Result>

<Code></Code> <0:0k else:error>
<Message></Message><!
</Result>
</MeegoSync>

23 RIAY (VF4T7 Y bhboY—ii—A)
<?xml version="1.0" encoding="UTF-8" ?>
<MeegoSync>
<Command>UserLogon</Command>

<Data>
<Certification>
<UserName>qqqg,qqg</UserName>
<Password></Password>
</Certification>
<SyncOption>
<Contact></Contact>
<Calendar></Calendar>
<History></History>
</SyncOption>
</Data>
</MeegoSync>

24 ATAVIRE (H—NR—0oI954F N
<?xml version="1.0" encoding="UTF-8" ?>
<MeegoSync>
<Command>UserLogon</Command>
<Data>

<Contact>
<Uuid></Uuid>
<Content></Content>
<LastUpdateTime></LastUpdateTime>
</Contact>




<Contact>
<Uuid></Uuid>
<Content></Content>
<LastUpdateTime></LastUpdateTime>
</Contact>
<Calendar></Calendar>
<History></History>
</Data>
<Result>
<Code></Code>
<Message></Message>
</Result>
</MeegoSync>

25 aA—Y—8F (V47 Y —1—A~)
<?xml version="1.0" encoding="UTF-8" ?>
<MeegoSync>
<Command>AddUser</Command>
<Data>

<Certification>
<UserName></UserName>
<Password></Password>
</Certification>
</Data>
</MeegoSync>

26 A—Y—BBEE S—1"—DSIF4T7UFN)
<?xml version="1.0" encoding="UTF-8" ?>
<MeegoSync>
<Command>AddUser</Command>
<Data>
</Data>
<Result>

<Code></Code><!--0:f["MOK else:errorcode>
<Message></Message>
</Result>
</MeegoSync>




27 A—Y—EREE (V547> oY —11—A)
<?xml version="1.0" encoding="UTF-8" ?>
<MeegoSync>
<Command>UserInfoUpdate</Command>
<Data>

<Certification>
<UserName></UserName>
<Password></Password>

</Certification>

<Changelnfo>
<Password></Password>

</Changelnfo>

</Data>
</MeegoSync>

28 A—Y—EBEERE (Y—N\—DBI514F72FN)
<?xml version="1.0" encoding="UTF-8" ?>
<MeegoSync>
<Command>UserinfoUpdate</Command>
<Data>
</Data>
<Result>

<Code><Code><!--0:f[*MOK else:errorcode>
<Message><Message><!--e>
</Result>
</MeegoSync>

29 ARV LIAVRE (UVFA4T7 Y LY —1N—A)
<?xml version="1.0" encoding="UTF-8" ?>
<MeegoSync>
<Command>KeepAlive</Command>
</MeegoSync>

210 AR a RERE (Y—nN—D5I54F7 2 AN)
<?xml version="1.0" encoding="UTF-8" ?>
<MeegoSync>
<Command>KeepAlive</Command>
<Result>




<Code><Code><!--0:0K>
</Result>
</MeegoSync>

211 FEHRE (V54T oY —N—A~)
<?xml version="1.0" encoding="UTF-8" ?>
<MeegoSync>

<Command>ClientSendData</Command>

<Data>
<Contact>
<Uuid></Uuid>
<Content></Content>
<LastUpdateTime></LastUpdateTime>
<IsValid>0</IsValid> //T—4Hh HIBR T Si5& (1]
</Contact>
<Note>
<Uuid></Uuid>
<Content></Content>
<LastUpdateTime></LastUpdateTime>
<IsValid>0</IsValid> /[T —4Hh HIfR T 5im& (F1]
</Note>
<NoteBook>
<Uuid></Uuid>
<Content></Content>
<LastUpdateTime></LastUpdateTime>
<IsValid>1</IsValid> //T—5H HIBR T Si5& (1]
</NoteBook>
<Calendar></Calendar>

<History></History>
</Data>
</MeegoSync>

212 RHARERE (B—N—DHEI54F7VEAN)
<?xml version="1.0" encoding="UTF-8" ?>
<MeegoSync>

<Command>ClientSendData</Command>
<Data>




</Data>
<Result>
<Code><Code><!--0:f[*MOK else:errorcode>
<Message><Message><!--f& e>
</Result>
</MeegoSync>

213 FEHRE (H—N\—DBIF14TF )
<?xml version="1.0" encoding="UTF-8" ?>
<MeegoSync>

<Command>ServerSendData</Command>

<Data>
<Contact>
<Uuid></Uuid>
<Content></Content>
<LastUpdateTime></LastUpdateTime>
<IsValid>0</IsValid> //T—43h ElIfRSN . EBNRIHEE &1
</Contact>
<Contact>
<Uuid></Uuid>
<Content></Content>
<LastUpdateTime></LastUpdateTime>
<IsValid>0</IsValid> /7 —A2 A HIBR SN . BANTIHE (L1
</Contact>
<Contact>
<Uuid></Uuid>
<Content></Content>
<LastUpdateTime></LastUpdateTime>
<IsValid>0</IsValid> /[T —Ah IR Eh . EHIHE &1
</Contact>
<Calendar></Calendar>

<History></History>
</Data>
</MeegoSync>

SRBA1
T—ARETIHEIZIEN01ZRL, T—2NENHIGSIZEXIL 1Z2RLET




214 FRAREREE (V5472 MinoH—i3—A)
<?xml version="1.0" encoding="UTF-8" ?>
<MeegoSync>

<Command>ServerSendData</Command>

<Data>

</Data>

<Result>
<Code><Code><!--0:7—%431%{E OK else:errorcode>
<Message><Message><!-- &>

</Result>

</MeegoSync>

3 E¥xaUT«ERHRE

31 EEHER (V347 Y oY ——A)
<?xml version="1.0" encoding="UTF-8" ?>
<MeegoSync>
<Command>ClientConnectionRequest</Command>
<Data>
<ClientTempStr>XXXXXXXXXX</ClientTempStr>
<ClientType>QT[CSHARP]</ClientType> [QT TIZ &R AI-¥EAED =]
</Data>
</MeegoSync>

32 H—N—DFHREE (Y—N—DSIF4T 2 FAN)

<?xml version="1.0" encoding="UTF-8" ?>
<MeegoSync>
<Command>ServerSendPublickey</Command>

<Data>

<PublicKey>XXXXXXXXXX</PublicKey>

</Data>
</MeegoSync>

3.3 PreMasterSecret & (V54 F > bhSH—/N—A)
<?xml version="1.0" encoding="UTF-8" ?>
<MeegoSync>
<Command>ClientSendPreMasterSecret</Command>




<Data>
<PreMasterSecret>XXXXXXXXXX</PreMasterSecret>
</Data>
</MeegoSync>

34 SendDoneiEf§ (H—/n—DBI 54T FAN)

<?xml version="1.0" encoding="UTF-8" ?>
<MeegoSync>

<Command>ServerSendDone</Command>

<Data>

<ClientTempStr>XXXXXXXXXX</ClientTempStr>

</Data>

</MeegoSync>
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TEREER

ID FEUE 3G 7Y HF W4 &3 IEHE AR
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