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Two-step PIN Entry System for Smartphones based on Vibration and Visual Information

Takuro Kuribara*!, Buntarou Shizuki*? and Jiro Tanaka*!

Abstract — Current PIN entry systems for smartphones suffer from shoulder surfing.
In this paper, we present Vibralnput, a two-step PIN entry system for smartphones based
on the combination of vibration and visual information. In this system, users can safely
enter a digit by two distinct selections. In addition, this system only uses four vibration
patterns. Therefore, we believe that this design allows users to easily remember and
recognize the patterns. Moreover, the vibration patterns can be generated on current
off-the-shelf smartphones. We designed two kinds of prototypes of Vibralnput. We con-
ducted experiments to measure its usability and security problem. As a result, the mean
failure rate is 4.0%; moreover the system shows good security properties.
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1 Vibralnput ® 7u + %4 7
Fig.1 Two prototypes of Vibralnput.
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Fig.2 Example of entering ‘1’, a) initial state of the first selection, b) vibration pattern A is started. c) users can
move a symbol A to ‘1’. When users release, ‘1’ and ‘5’ become the candidates and the state changes to
the second selection, d) initial state of the second selection, e) vibration pattern D is started, e) users can
move a symbol D to ‘1’, f) when users release, ‘07, ‘1’ and ‘9’ become the candidates, f) ‘1’ is entered as a

PIN and the state changes to a.
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